CoBpeMeHHble HanpaBieHUsi pa3BUTUA CUCTEM perieHON 3aliuTbl U aBTOMATUKN IHEProcuUcTeM
01 — 05 nroHa 2015 r., Coun

C.7-1. YenoBeuecknn cpakTop npm obecnevyeHnn kKnbepbesonacHoCcTn
0OBHEKTOB 3/1eKTPO3HEPreTUKU

A.B. OCAK, JI.A. TAHACEIIKUM, E.S1. BY3UHA
HNCOM CO PAH
Poccus
osakalexey@mail.ru

KJIFOUYEBBIE CJIOBA

Hudposas noncrannus, P3A, I1A, 6e30macHOCTb, HAICKHOCTh, JKUBYUYECTh.

1 BBEJIEHHUE

B mocnemnee BpeMmsi Bce Oonbliie BHUMAaHMS YAEISIETCS BOIPOCaM CO3IaHUS LUQPOBBIX
nojcranuid. Kiro4eBbIM cBOWCTBOM IU(POBOI MOACTAHIINY SBISIETCS MHHUMU3AIINS aHATIOTOBBIX U
JUCKPETHBIX TPaKTOB B CHCTEMaxX MOHHTOPHHIA W YIpaBleHHs, YTO OOEClednBacTcs 3a CYET
MaKCHUMaJbHO IOJHOH LM(POBU3ALMK CHCTEM OINEPATUBHOIO M aBTOMATHYECKOTO YIpaBlICHUS, B
pe3yJbTaTe uero Bech (PyHKIIMOHAT YCTPONCTB PEJICHHOM 3allMThl, IPOTHBOABAPUHHON aBTOMATUKH U
ABTOMATH3UPOBAHHOTO JHCIIETUYEPCKOTO YIPABIEHUS COCPEAOTAYMBAETCS BO B3aMMOCBSI3aHHBIX
KOMITBIOTEPHBIX IOJACHCTEMax »HeprooOwvekTa. lmeercss OomblIoe KOJMYECTBO IyOJHMKalMH,
MOCBSAIIEHHOE OOIICNPUHITOMY, Ha TEKYLIHH MOMEHT, MMOAXO0AY K CO3/IaHUIO IM(POBHIX MOACTAHIINH,
Korja Ha ocHoBe crangapta MOK-61850 co3matoTcsi IIMHBI MTPOIIECCOB U MIUHBI 00BHEKTOB.

HNudpacTpykTypHast BaXKHOCTh DJIEKTPOIHEPTETUKH ISl CYIIECTBOBAHUS, )KU3HE00ECTICUCHUS U
pasBUTHSL TOCyAapcTBa M OOILIECTBA, a TAKXKE HENPEPHIBHOCTb M HEPA3AEIbHOCTh IIPOLIECCOB
NPOM3BOJICTBA, TEpeiadyn, paclpelesieHuss W TOTPEOJICHUST AIEKTPUUYECKON JHEPTruM TPUBOJUT K
TIOBBIICHHON 3HAYMMOCTH 3aJad IO O0eCHeYeHHI0 Oe30MacHOCTH, HaJeKHOCTH W JKUBYYECTH
3JIEKTPOIHEPIeTUIECKUX CHUCTEM M MX OObEAMHEHHH, a TaKKe OTAEIbHBIX 3JIEKTPOIHEPTeTHUECKHX
00bekToB. Bompockl  kubep0Oe30macHOCTH  COBPEMEHHBIX — 3JEKTPOIHEPreTHYECKHX  OOBEKTOB,
OCHAIICHHBIX IHM(POBHIMH CHUCTEMaMH MOHHTOPUHTA, VIPABICHHs, pEJCHHON 3aluThl U
NPOTHBOABAPUIHON aBTOMAaTHKH CTaHOBSTCA Bce Ooiee axkTyalbHBIMH B BHAY HOBHU3HBI
npobiiemsr [ 1, 3].

B OompmumHCTBE MyONMMKanMii ¥ HOPMATHUBHBIX JOKyMeHTax (BKIrowas craHmaptsl MOK,
pEeKOMEHIAINH CUT'PD), MOCBSIICHHBIX BOIIpOCamM KnOepOe30macHOCTH 00BEKTOB
3IIEKTPOIHEPIeTUKU, OCHOBHBIM CIIOCOOOM ee 00ecneueHns BUIUTCS IPUMEHEHNE COOTBETCTBYIOINX
TEXHUYECKUX  CPEJICTB, KOTOpble  OOecledYnBalOT TpeOyeMyl  3allUTy OT  Pa3InYHbIX
HECAHKIIMOHUPOBAHHBIX JIEHCTBUI.

ABTOpBI, HE OTpHLAs HEOOXOAWMOCTb HPUMEHEHUs CIELHAIBHBIX TEXHHYECKHX CPEICTB
oOecrieynBaoIIMX KHOepOE30MacHOCTh, NpeaIaraloT MOCMOTPETh HAa JAaHHYIO MpoOjeMy ¢ MO3ULUHU
yenoBevyeckoro (akropa [4], Tak Kak UMEHHO YeJIOBEK (COTPYTHHK YHEPTONPENIPHUSITHS, COTPYTHUK
MOCTAaBIIMKA U TOJAPSIYMKA, WIM CTOPOHHEE JIMLO) SBJSIETCS OCHOBHOM MPHYMHONW MOTCHLUUATBHON
KHOEepyTrpo3bl.
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B paborte mpeanaraercsi moaxoa K aHamu3y KHOepyrpos3, ¢ kiaccuuKanueld BO3MOMXKHBIX
MOCTIEACTBUNA W YyHIEpOOB, C MPOCIEKUBAHNEM MPUIMHHO-CIEACTBEHHOW CBS3M IO BCEH IEMOYKE.
IIpennaraercss BBIIEIUTH TPYIIy KHOEPYTpo3 HE CBS3aHHBIX CO 3IIOHAMEPEHHBIMHU IEHCTBHAMU, a
TakKe TPYNIy KUOEpYrpo3 CBSI3aHHBIX CO 3JOHAMEPCHHBIMH JICWCTBUSMH OTIEIBHBIX JIHII,
KOHKYPUPYIOIINX OW3HEC-TPYIIT U Ja)Ke BPakIeOHBIX AEWCTBUN HEKOTOPHIX CTpaH. YUHTHIBAas TOT
(hakT, 9TO 3aMHTEPECOBAHHBIMU CTOPOHAMH B KHOepaTrake MOTYT OBITh, B TOM YHCIIE, TOCYAapCTBa,
OCHOBHBIM CIIOCOOOM TI0 HEAOMYIIEHUIO KHOepaTak co 3HaUMMBIMH TOCJIEACTBUSIME | yiiepOamu, 1o
MHEHHUIO aBTOPOB, SIBISICTCS MPUMEHEHUE CIICIIUANBHBIX TEXHUUECKUX PEIICHUN MPU MPOCKTUPOBAHUHU
U poBbIX cucTeM. [laHHBIE TEXHWYECKHE pEIIeHUs JOJDKHBI Ha CTPYKTYPHO-(YHKIIHOHATHHOM
YpOBHE HCKITFOUYUTH CaMy BO3MOXKHOCTH YCTIEITHONW KHOEPHETHIECKOH aTaky.

2 OCHOBHASA YACTDH

2.1. HoBble npoo6emMbl

B 2013 ronmy, Ha (oHEe cKaHIAIBHBIX COOBITHH ¢ DaBapaoM CHOYAEHOM, ObUIM O3BYYCHBI
MHOTOYHCIICHHBIE (aKThl HH()OPMAIIMOHHOTO CJICKEHHS MOCPEICTBOM IHM(POBBIX TEXHOJOTHH 3a
roCyJapCTBEHHBIMU OpraHaMH BJIACTH MHOTHX CTPaH MHpa CO CTOPOHBI crenuanbHbIx cinyx0 CILA.
ITo cymecTBy, JaHHbIe (PAaKTHl MOYKHO KBATH(UIIUPOBATH, KaK HETPEPHIBHBIC KNOEPHETUUECKUE aTaKU
Ha TOCYAapCTBEHHBIE OpraHbl BJACTH, TNPUYEM JaHHbIE aTakk HE OBbLIM BBISBICHBI OpraHaMu
0e30MacHOCTH aTAaKOBAHHBIX TOCYJApCTB, a CTalIM HM3BECTHBI TOJBKO OJaronaps IIIHOHCKOMY
ckanzainy. C Tex mop reonoauTHYecKass 00CTaHOBKA B MUPE TOJIBKO HaKaJseTCA.

Korga Mbl ToBOpHM O KHOEpPHETHUECKOW O€30MacHOCTH, TO YacTO BO3HUKAET BOIPOC, HE
TIOJIBEP KEHBI JIH (ceivac win B OyayIeM) JaHHBIM aTakaM Hallld HauBa)KHEHIINEe HHPPACTPYKTYpHBIE
00BEKTBHI, B TOM YHCJE, OOBEKTHI 3NIEKTpO3HEpreTukn? Bo3MOXKHO, HE TaK CTPaIIHO, €CIU yrpo3a
COCTOUT TOJIGKO JIMIIb B HECAHKIMOHWPOBAHHOM MOHHUTOpHHTe. OJHAKO Kakue MOTYT OBITh
MOCJENCTBASL B TOM CJy4ae, €CJIM CYIIECTBYIOT CKpBITBIE KaHallbl HECaHKIIMOHHPOBAHHOTO
YIOpaBICHUS?

2.2. OcoOeHHOCTH M (PPOBBIX MOACTAHIUH

IlepBoii KIIIOYEBOM OCOOCHHOCTHIO, OTIMYAIONICH MU(POBYIO MOACTAHIIMIO OT TPAJUIMOHHOM,
SBJISIETCSl 3aMEHa OOJBIIMHCTBA (PU3MUECKUX aHATIOTOBBIX U IUCKPETHBIX CBsI3eH (TOKOBBIE LIETH, ST
HanpsDKEHUsI, ONepaTuBHbIE 1enH) HudpoBsiMU. [Ipy opranuzanry aHanoroBBIX CBS3EH AT Iepesadn
OJTHOTO CHUTHaJa paHee TpeOoBajlach KaK MHHUMYM OJIHA JKWJIA MEIHOTO KaOemsl OmpelesIeHHOTO
ceueHus. [Ipu Mcmons30BaHUU UPPOBOTO KaOEsl MO Mape ONTHYECKUX BOJOKOH MOYKHO IepeaaBaTh
TBICSYM M JJAXK€ JIECSITKH ThICSY PAa3JUYHBIX CUTHAJIOB, YTO MPHU MIPABUIBHOM OpraHU3alyy MO3BOJISET
CYLIECTBEHHO YIPOCTUTH KaOeIbHOE X03IHCTBO HHTEIUIEKTYaIbHOM HU(POBOH MOICTAHLIUH.

Bropoli kimo4eBoii 0cOOEHHOCTBIO IM(POBOH TOACTAHIMK SABISETCS TO, UYTO JIHOOOE
MHUKPOIPOLIECCOPHOE YCTPOMCTBO pacrojaraeT BBIUMCIUTEIbHBIM pecypcoM. Ha coBpemeHHOM
NOJCTaHIIMM PACIOJararoTcs JECATKH WJIM COTHH PAa3IUYHBIX MHKPOIPOLECCOPOB, 3a4acTyio
BBIMOJHAIOMNX OAHOTUIHBIE (yHKIMU. CTemnmeHb 3arpy3Kd MHKPOIIPOIIECCOPOB HA  Pas3HBIX
YCTPOHCTBaX pasHas, HO B JIOOOM ciydae, Kak MpaBWJIO, HMEETCs OOJNbIIOe KOJIUYECTBO
HEHCIIONb3yeMOW BBIYUCIUTEIBHON MOIIHOCTH. B TpagunoHHBIX OACTaHUUAX, (PYHKIHOHAN 1IKada
P3A wm ITA Obul OrpaHdMYeH KOJHYECTBOM BMEIIAEMBIX BHYTPH HETO YCTPONCTB BTOPHYHBIX
KOMMYTaIlil (KJIEeMM, pelie, KIIIo4Yel, UCTBITaTeNbHbIX OJOKOB | T.I.). B mudpoBoit mojcraHmmmy,
UMEETCS  BO3MOXKHOCTb  OJHOBPEMEHHOTO  BBIIIOJHEHHS  HAa  MOIIHOM  COBPEMEHHOM
MHUKPOIPOLIECCOPHOM yCTPOMCTBE OOJIBILIETO KONIWYECTBa (PYHKIMH, yeM ObLIO paHee.

W nakoHell, TpeThel KIOYEBOH OCOOCHHOCTHIO IU(PPOBOWM MOJACTAHIMU SIBIISICTCS IOSIBICHUE
mupoBbIX U ontHueckux Tpanchopmaropos Toka (TT) u Hanpspxkenus (TH). Jannbie yctpoiicTBa
MOTYT OBITh pEajM30BaHbl C WCIOJB30BAaHUEM PAa3JIMYHBIX MPHHLUIOB, HMETh Da3IMYHOE
KOHCTPYKTHBHOE HcnioTHeHue. OTHAKO WX OOIIMMHU CBOHCTBAMU SIBIISTFOTCS MTOBBIIIEHHAS TOYHOCTH HE
TOJILKO B HOMHWHAJIbHOM, HO M B aBapUHHBIX PEXHMMaxX, a TakkKe BO3MOXHOCTh MPEoOpa3oBaHUs
aHaJIOTOBBIX MapamMeTpoB B HU(PPOBYIO (OPMY HETIOCPEICTBEHHO B KOMILIEKCE TEXHUUECKUX CPEACTB,
OTHOCSIIHXCS K IUPPOBOMY TpaHC(HOpMATOPY TOKA UITH HATIPSKESHUSI.

B ¢ynkumoHansHOM TutaHe 1MQpoBas MOJCTAHIMS SIBISETCS NPHHIUIHAAIBHO HOBBIM
00BEKTOM C TO3UIMK CHCTeM YympaBieHus. B Heill oOecmeunBaeTcss TyOOKMH MOHHMTOPHHL
NEPBUYHOTO O0OpYIOBaHUS M BCEX BTOPMYHBIX cucTeM. CyIIecTBEHHO YIpoIIaeTcs Mpolecce
BHE/IPEHUSI HOBBIX (DYHKIMH KOHTPOJIS U YIpaBJIEHUs, TaK Kak Iyl 3TOro TpeOyeTrcsl TONBKO JIUIIb
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YCTaHOBKA MPOrpaMMHOro oOecmeueHHs, W JOCTaTOYHBIM BBIYMCIHMTENBLHBIA pecypc (cepsepa,
KOHTpOJUIephl, TepMuHaNbL). IIpu 3TOM He moTpedyeTcss OpraHu3aliil aHAIOTOBBIX U IUCKPETHBIX
nermeit. C mosmmmm  koHmenmuu Smart Grid, mudpomas momctaHius — 3T0 AOPEKTUBHBIH
3NEKTPOCETEBOM 3JIEMEHT, 00JIaAaloUInii CBOHCTBaMHU HAOII0IAEMOCTH, aJanTUBHOCTH M MHTEJIEKTA.
Tem He MeHee, co3anre IU(POBHIX MOACTAHIMN B POCCHMCKHUX SHEPrOCHCTEMAaX BBI3bIBAET OOJIBIIOE
KOoJIn4ecTBO BompocoB. Haubonee ocTpple M HE [0 KOHIA PELIEHHBIE — 3TO BOIPOCHI
KnOepOe30macHOCTH.

PaccmarpuBas ¢ mo3uMLUKM HAAEKHOCTH W 0OE30MACHOCTH BJIEMEHTHl HU(PPOBBIX MOACTAHIHM,
ClIeyeT OTMETHTh, 4YTO 37eCh JI00as IOACHCTEMA COIEPKHUT THIIOBbIE HHTEIJICKTYaJIbHbIC
MHKPOIPOLIECCOPHBIE NPOrpaMMHUpYeMble KOMIOHEHTHl. C OXHOW CTOPOHBI, 3TO OOECIeYnBaeT
ruOKOCTh, ()YHKIIMOHATBHOCTb, COBMECTUMOCTh M B3aWMO3aMEHIEMOCTh MPH OTHOCHTEIBHO HHU3KOH
meHe. C OTOW TOYKM 3peHHs] IIOCTPOCHHWE IMU(PPOBON TMOJICTAHINH, OE3YyCIIOBHO, SBISETCA
s dexTuBHBIM MeponpustueM. C Apyroil CTOPOHBI, CHELUAINUCT-IEKTPO3HEPIETUK HE B COCTOSIHUI
r1y0OOKO BHHKHYTH B  aClEKThl pealbHOro (YHKIMOHHUPOBAHHS TAaKMX KHOEPHETHUYECKHX
KOMITIOHEHTOB, 0oJiee TOTO, JaKe CIENUaTUCT-KUOEPHETHK HE B COCTOSHHUH JOCKOHAJIbHO HM3YYUTh
(YHKLIMOHAIBHBIE CXEMBI BCEX MUKPOIPOLIECCOPOB U IporpaMMHoro obdecrnedenus. [lostomy cnenyer
o0paTUTh BHUMaHWE Ha TO, UYTO HEW30EXKHBIM CIIEJCTBUEM pa3BUTHA UUPPOBBEIX U
MHUKPOTIPOLIECCOPHBIX TEXHOJIOTUI Ha O0O0BEKTaX O3JICKTPOIHEPIeTHUKH SBISETCS CYIIECTBEHHOE
YCIIOKHEHUE BHYTPEHHUX AJITOPUTMOB PaOOTHI 3JIEMEHTOB LHU(POBBIX MMOICTAHLIUH.

Takum 00pa3oM, MOKHO OTMETHTh, YTO IPU MOCTPOCHUH LU(PPOBBIX MOJICTAHIMNA HAa OCHOBE
crangapra MOK 61850 Bo3HHKAET CUCTEMHOE MPOTUBOPEUHE: MO CYTH, MPEIaracTcsl CyIeCTBEHHO
YOPOCTUTh (U3NIECKYIO (ammapaTHyro) 4acTb ITUPPOBOHW MOJCTAHIIMKA 32 CUET MPHHIUIHAIBHOTO
YCIIO)KHEHUS aNTOPUTMUYECKON B TiporpamMMHoi dacteid. [Ipu aTom ocnabnenune knbepOe3omacHOCTH
ABTISICTCS. HEM30€)KHBIM CIICAICTBUEM YBEIWUYEHHsT 00beMa CHCTEMHOTO M KOMMYHHKAIHOHHOTO
MPOTPaMMHOTO O0ecIedeHHsI, KOTOPOE PaHbIIE BBIMOJIHSUIO BCIIOMOTaTeNbHbIE QYHKIHH, a TENephb
CTaHET KIJIFOYEBBIM 3JIEMEHTOM.

2.3. CpaBHenue UUGPOBHIX H TPAAMIUOHHBIX MOACTAHIMI C TMO3UIMH HAJAEKHOCTH W
JKHBYYeCTH

ComnocraBuM 3a1aun 00ecTiedeHus] HaICKHOCTH U CIIOCOOBI X PELICHUS U1l TPAAULMOHHBIX U
IUQPOBBIX  MOACTaHUMM. s TpaaAWIMOHHBIX MNOJACTAaHUMH CYLIECTBEHHBIX MpoljieM ¢
KnOepOe30macHOCThIO HE BOBHUKAET, MOATOMY ISl HUX OyZeM paccMaTpUBATh JIHIIb OOIHE BOMPOCHI
Ha/Ie)KHOCTHU U )KUBYUYECTH.

KiroueBbIMU 3J€MEHTaMHU, KOTOpbIE MOTYT OBITH TOABEP)KEHBI KMOEpaTake C MOCIETYIOLUINM
HapymeHneM (QpyHKIIMOHUPOBAHMS TUPPOBOH MOJACTAHIIUH SIBISIFOTCS:

— BHEIIHHE UUQPPOBBIE KaHAIBI, IO KOTOPBHIM OCYHIECTBIISIETCS TEXHOJOTHMYecKas U

oTiepaTUBHAS CBA3b C JPYTUMH DHEPrOOOBEKTAMHU U JUCIIETYCPCKUMHE ITyHKTAMH;

— KOMMYHHKaLMOHHBIE CETH SHEPrOOOBEKTa, BKIOYAsi KOMMYTATOPHl M MapIIPyTH3aTOPH;

— IIMHBl TNPOLECCOB M IWIMHBI 00BeKTOB (B cooTBercTBUM ¢ MOK-61850), xoroprie B

U¢GPOBOI TOJCTAHIIMU SBISIOTCS HEOTHEMIIEMBIMHU JIIEMeHTaMH 000l (yHKimn P3A,
ITA, MOHUTOpPUHIA U ONIEPATUBHOIO YIIPABJICHHUSI;

— 1udposeie ycrpoiictBa P3A, [1A, ynpaBieHHsS 1 MOHHTOPHHTA JIEKTPOOOOPYIOBAHHEM.

Takum 00pa3oM, UMEHHO KOMMYHUKAI[MOHHBIE CETH W KAHAIbI SBISIOTCS «y3KAM MECTOM»
muQpoBoil mojacTaHuMM. [ cpaBHEHHS OTMETHMM, YTO B TPAIULMOHHBIX IOJICTAHLMUSAX, TAKUM
«y3KHM MECTOM» SIBJSUTUCH CHcTeMbl omepatuBHoro mnocrosHHoro toka (COIIT). Otkaz COIIT
NPUBOJIWI K TIONHOM yTpaTe YIpaBIIeMOCTH DJHEpProoObekTa. Bce ocTanbHbBIE MMOJICHCTEMBI
AaBTOMAaTHYECKOT0, aBTOMATU3UPOBAHHOTO MJIM ONEPATHBHOTO YIPABJICHHUS BBIIOIHSUINCH JOCTATOYHO
HE3aBUCUMBIMHU APYT OT ApYyTa, O3TOMY OTKa3 OAHOM MMOACUCTEMBI HE BIHsUT HA (YHKIMOHUPOBAHUE
JIpYTOH.

Krnaccnyecknii momxo Jajisi TOBBIICHHS HAJEKHOCTH M KUBYYECTH TEXHHUYECKOH CUCTEMBI
TpeOyeT MorcKa BO3MOXKHBIX YIpo3 (BO3MyIIAOMUX (HaKTOPOB), U UCCIEJOBAHMS BIUSHUS 3TUX YIPO3
Ha TEXHOJIOTUYECKUE MPOLECCH], T.. OLEHHMBAHWE YCTOWYMBOCTH K HUM. B KadecTBE BO3MOXKHBIX
yrpo3 (BO3MyIIAIONMX (AaKTOPOB) C MO3MIMH KHOEPOE30MacHOCTH i IU(PPOBBIX MOJACTAHIIUI
MOYKHO OTMETHUTH CIIEAYIOLINE:

— kubeparaky U3BHE, Uepe3 BHEIIHUE HUPPOBBIC KAHANBI CBSA3U SHEPrOOOBEKTa;
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—  HEBBISIBICHHBIC OIINOKH B IPOTPaMMHOM 00eCleYeHUH YCTPOUCTB HU(POBOH TTOACTaHIINY;

— 3J0HaMEpEeHHBbIE IporpaMMHbIe Je(eKThl (3aKIaJKH), BCTPOCHHBIE B IMPOrPaMMHOE
o0ecriedyeHne MHKPOIIPOLIECCOPHBIX YCTPOMCTB IHM(POBOA MOACTAHIMH, C LENBIO
YIPaBIISIEMOI0 BBIBOJIA U3 CTPOSI CUCTEMBI;

— owmuOK{ ONEPaTHUBHOrO U IKCIUTYaTallHOHHOT'O IEPCOHATA YIHEPTOOOBEKTA.

CpencTBaMy OBBIIICHUS HAJICKHOCTH U KUBYUYESCTH SBIISTFOTCS:

—  ayOnupoBaHUE — YCTAHOBKA HECKOJNBKHX OJMHAKOBBIX YCTPOMUCTB;

—  (YHKIMOHAIBHOE PE3CPBUPOBAHUEC — PEATHM3ALUS OJMHAKOBBIX MM CXOXKHX (QYHKIHMHA C
UCIIOJIb30BaHUEM Pa3HbIX (PU3NUECKUX MPUHIIHIIOB,

— JICKOMIIO3WIMSI — pas3jielieHUue pasIuuHbIX (QYHKIMA MeXIy pa3HbIMH YCTPOHCTBaMH,
¢usngeckoe pasHeceHne kabemnei u yCTponCTB;

—  YHOpOIIEHUE — MPUMEHEHUE MPOCTHIX, MOHIATHBIX ¥ OJHO3HAYHBIX AJITOPUTMOB YIIPABJICHUS.

Ilpu mepexome OT TPaAWIMOHHBIX TOACTAHIMN K nU(pPoBEIM Ha ocHOoBe MDOK-61850,
HPOUCXOJHT OTKa3 OT CIETYIOIINX IPHHIHIIOB:

— O0TKa3 OT (DYHKIMOHAJBHOTO PE3ePBHUPOBAHMSA, T.K. KOMMYHHKAIMOHHBIC CETH (BKIIOYas
KOMMYTATOPBI 1 MapLIPyTU3aTOPhI) padOTAIOT HA OJTHOM M TOM K€ IPUHIIUIIE;

— OTKa3 OT JCKOMIO3WIMH, T.K. KOMMYHHUKallHOHHBbIE CEeTH (BKJIIOYash KOMMYTaTOpbl U
MapUIPyTU3aTOPhI), 00ECTIEYNBAIOIIIE IIWHBI MPOLECCOB U LIMHBI OOBEKTOB, BBITOIHSIOT
(GYHKIMU JOCTaBKH HH(POPMAIIUH 10 JIFOOBIX YCTPOWCTB MOHUTOPHHTA H YIPABIICHNS;

— OTKa3 OT YIPOIICHHUs, T.K. alTOPUTMBI TIepesiadn U 00padoTKH 1udpoBOi HHPOPMAIHH TIO
KOMMYHHKAIIMOHHBIM CETSIM CIIOKHBI.

s obecrieueHnst HaCKHOCTH M KHUBYYECTH I (PPOBBIX TOACTAHIIMNA IIPUMEHSIOT TOIBKO:

— nyOnmmpoBaHHE YCTPONCTB;

— nyOnmMpoBaHME ceTel M KaHaJIOB CBA3H;

— (yHKIMOHATBHOE pE3epPBUPOBAHUE W JCKOMIIO3HIMIO HCKIIOYHTEIBHO HA YPOBHE
AIIEKTPOIHEPTeTHYECKUX (PYHKINH, HO HE HAa YPOBHE IU(PPOBBIX TEXHOIOTHH.

KoMMyHHKaITMOHHBIE CETH W MHKPONPOIIECCOPHBIE YCTPOWCTBA HU(PPOBBIX TMOACTAHIIMN
YHHUBEPCAIbHBI, U 0€3 CYLIECTBEHHOI IepelesKi MOTYT pemaTh JiloOble HHPOPMAMOHHbIE 3a/1a4H,
HanpUMep, BBIITOIHATH 3aBEJIOMO 3JIOBpEHbIe (YHKIUH B Tpoliecce KUOepaTaku, 4ero Hellb3s OBLIO
CKazaTh 00 yCTpOMCTBaX Ha TPaJMIIMOHHBIX MOJCTAHIHAX (0COOEHHO Ha DIICKTPOMEXaHUIECKon 0ase).

2.4. YenoBeueckuii  ¢pakrop mnpu  olecrmedeHHMHM KHOep0e30macHOCTH  00bEKTOB
3J1eKTPOIHEPreTUKH

CoBepIIeHCTBOBaHWE  TEXHHYECKMX M MPOrpaMMHBIX  CPEACTB,  BBITOJIHSIONIUX
KOMMYHHMKALIMOHHBIE (YHKIMHM Ha LU(PPOBBIX MOJACTAHIMAX, A TAKXKE MPUMEHEHHE CIEIHaTbHBIX
TEXHUYECKUX U IMPOrPaMMHBIX CPEICTB, NMPEIHA3HAYCHHBIX JUIA 3allMTBl OT KHOEpaTak, CHIKAaeT
BEPOSATHOCTh aTaKW M3BHE M TOCJIEICTBUS OT BO3MOXHBIX HEBBISBICHHBIX OMIMOOK B MPOrPaMMHOM
o0ecrieyeHu .

KitoueBoit mpoOnemoii siBisieTcss TO, YTO OAHO M TO K€ YCTPOWCTBO HJIM HPOTrPaMMHOE
obecrneyeHne MOKeT ObITh HACTPOEHO TaK, YTOOBI 0OecTIeunBaTh KHOEepOE30NmacHOCTh U HEJOMTyCKaTh
KrOeparaku, a MOXKET OBbITh HACTPOEHO IO-IPYyromy, T.e. clocoOCTBOBaTH KuOeparakaM. BHerHuit
BUJI YCTPOMCTB MPHU 3TOM HE MEHSETCS, OJHAKO MX (PYHKIHMOHAJIBHOCTH B YacTU KMOepOe30MacHOCTH
NPUHLMIHAIBHO pa3Hasgd. OTindMe HMCKIIOYUTENBbHO B HACTPOMKAxX, NMPUYEM OTIMYATBCS MOXKET
HE3HAYHNTEIbHOE YHCIO IapaMeTpoB M3 THICSYM COBMaJaomux. HecmermmamucT B BOmpocax
KnOepOe30macHOCTH BOOOIIE HE CMOXKET BBISIBUTH MPOOJIEMY IyTeM KaKHX-TO TEPHOAMUYECKHX
OCMOTPOB 000pYAOBaHMA. 3HAYUT, TPeOYyeTCs MPUBJICUCHHUE CIIEUUATBEHO O0YUYEHHBIX CIEIHATNCTOB,
KOTOpbIE CIIOCOOHBI pemarh MoJJO0HbIE 3a]auu.

Co0TBETCTBEHHO, BAXKHEHIIINM TPeOOBaHMEM K CIIEHUAINCTY N0 KHOepOe30macHOCTH SBISIETCS
TpeOoBaHUE MPAaBWIBHOTO U JOOPOCOBECTHOTO BBHIIOJIHEHUS CBOMX 00s3aHHOCTEH. OHAKO, YIUTHIBAS
MacmTad MOCIeICTBHM, a TAKKe TO, YTO 3aMHTEPECOBAaHHBIMH CTOPOHAMH B KHOEpaTake MOTYT OBITh
MHOCTpaHHbIE TOCYAAPCTBa, HA IEPBBIH IJIaH BBIXOAT BOIIPOCH! IIOIUTHUECKON M OU3HEC JIOSIIBHOCTH,
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NaTpruoOTH3Ma, 3PPEKTUBHOCTH CcIIEUCTyk 0 U T.1. To ecTh BOMPOCHI, BRIXOSIINE 38 PAMKH TEXHUKU U
sHepreTuku. Eciam momoOHbeM 00pa3oM, MOKHO TOBOPHTH O TOM, UTO JIF00ast ¢ poBasi MOACTAHITUS
JIOJKHA TPEBpAINaThCS B HEKWUH 3aKPBITHIA U CEKPETHBIA OOBEKT, HAMOAOOME BOCHHBIX W SAEPHBIX
00BEKTOB, CO BCEMH BBITEKAIOMIMMHU 3aTpaTaMH. HO TOTOB 1M 3IIEKTpOIHEPreTHYEeCKUd OM3HEC K
Takomy?

ATnBTEpHATHBHBIM IIyTeM SIBISIETCS TEPECMOTP CTPYKTYpPHOH W (YHKIMOHAIBHON CXeM
IUQPOBBIX MOJCTAHIMHA TaKUM 00pa3oM, 4TOOBI B MPHHIUIIE UCKIIOUYUTh MHOTHE W3 MOTEHIHAIBHO
BO3MOXHBIX KHOepyrpo3. Hampumep, TpaaulMOHHbBIE >JEKTPOMEXaHHUYECKUE pene, TPaauluOHHBIC
yCTpOICTBa BTOPUYHBIX KOMMYTAIIMH HE MOABEPIKEHBI KHOeparakaM B BUAY OTCYTCTBHS KaKOH-THOO
mudpoBoil dactu. [losromy HEKoTOpoe coBMelIeHHE NU(PPOBBIX, AHATOTOBHIX M MEXaHUYECKHUX
YCTPOHCTB MOKET SIBIISITHCS MPOCTHIM U 3P PEKTUBHBIM CPEACTBOM oOecredeHus: KubepOe30macHOCTH,
MIPUYEM TIOTHOCTHIO TIOHSATHBIM JIEKTPOIHEPT€TUKAM.

2.5. Ilpensio:keHus1 Mo odecneyeHNI0 KHOep0e30nacHOCTH HU(PPOBBIX MOACTAHIMA

Ecnmu Bce yctpoiictBa P3A, TIA, cucteMsl ynpasieHus IEpBHYHBIM 000pyJOBaHHEM OYyIyT
BBITIOJTHEHBI Ha 1U(GPOBOI 0aze W OyAyT OOBEIUHEHBI B SIMHYIO HWH()OPMAIIMOHHO-YIIPABIISIONLYIO
CHUCTEMY, TO PE3yJIbTaTOM KHOepaTaku MOXKeT ObITh TIOJHAS TTOTEPS YIPaBISIEMOCTH SHEPTOOOHEKTOM
WJIM 3aBEJIOMO JIO)KHOE YIpaBJIeHHE.

Ecnu HeckombKO CMEXKHBIX MOJACTAHIMHA MOJBEPrHETCS LEJICHANPaBIECHHON KuOepaTake, TO
BITOJTHE BO3MOJKHBI CIIy4aH MTOJIHOTO 00ECTOYMBAHMS 3HAUYNTENBHOM TPYIITHI OoTpeOuTenel (BKItoyas
OTBETCTBEHHBIX). Takke BO3MOXHBI CIlydad TMOBPESKICHHUS JJOPOTOCTOAIIETO IEPBHYHOTO
o0opynoBaHust BeieIcTBHE HeycTpaneHHoro K3 winm myurtensHON HeycTpaHeHHOH meperpys3ku. [lpu
3TOM KIJIACCHYECKHE CPEACTBa NaJlbHETO PE3epPBUPOBAHMUS HA CMEXKHBIX ITH(PPOBBIX MOJCTAHIIHIX
MOTYT OBITH TaK)KE€ HEPAOOTOCIIOCOOHBI TIO BCE TOM YK€ TIPUUIMHE.

Kak ObIIO OTMEYEHO BBIIIE, YCHEIIHOCTh KHOEpaTaky 3aBUCUT HE TOJNBKO OT KadecTBa
TEXHUYECKUX CPEACTB, HO W OT CIa0OympaBisieMbIX IMPOLECCOB, TaKWX Kak JOSUIbHOCTh U
yenoBeuecknii (aktop. IlosToMy omHMM W3 HamboJee BaXKHBIX AaCIIEKTOB, KOTOPHIA HEOOXOAMMO
o0OecrieunBaTh ¢ TMO3MIMU KUOEepOe30macHOCTH HUGPOBBIX TOJCTAHINMN, SBISETCS TO, 4YTOOBI
ycremrHas kubepataka HE TPHUBOAWIA K TOBPEKICHHIO JIOPOTOCTOSIIETO WJIM  CIOXKHO
pemMoHTHpyeMoro obopynoBanus. COOTBETCTBEHHO HEOOXOIUMO XOTs OBl B MUHUMAIIEHOM 00BeMe
COXpaHATH CpPEJCTBA 3allUThl W YIPABJICHHWS, BBHITOIHEHHBIE O€3 HCIIONB30BAaHUS IH(PPOBBIX
TEXHOJIOTH, ¥ HE BOBJIICUEHHBIE B c(hepy yrpaBiieHHs TUPPOBBIX YCTPOUCTB.

B dacTHOCTH, Ta30BBIE, AYrOBBIE M MPOYHE TOJOOHBIE 3alIUTHI 00OPYIOBAHHUS MOTYT JIETKO
OBITH TIOCTPOCHHI HAa HE3aBUCHUMOW OT IU(PPOBBIX IMOJICHUCTEM 0a3e, W HANpSMyIO0 JEHCTBOBATH Ha
OTKITIOYEHHUE BBIKIIOYATeNel, MHHYS UUQpOBBIE cuUcTeMbl ympasieHus. CIoKHOCTEH ¢ Takol
peanuzanyeil HET HUKaKWX, 3HAYMTEIBHOTO YHWCIa MEIHBIX Kabeneld 5TO He moTpedyeT, 3aTo
HaJIKHOCTh U JKUBYUYECTh SHEPrOOObEKTAa MOBHIIIAETCS Ha MTOPSIOK.

[Ipumenenne TMQPPOBBIX TEXHOJOTHHA CYIIECTBEHHO PACHIMPSET BO3MOXXHOCTH, MOXET
MOBBIIIATh OBICTPOACHCTBIE, UYBCTBUTEIHLHOCT U CEIEKTUBHOCTh OCHOBHBIX U pPe3epBHBIX 3amuT. He
XOTEeJOCh OBl )KEPTBOBATH 3TUMHU JOCTOMHCTBAMH B YTOJY 3allUTHl OT THIOTETHUECKUX KHOepaTak.
JanHoe mpoTHBOpeure MOXHO ObLIO OBl PEHIMTh MyTeM peaju3alud Ha HUPPOBBIX MOJACTAHLHIX
JIOTIOTHATENBHBIX CTEMEHEeH 3aluT C OOJBIIMMHU BBIIEP)KKAMH BPEMEHH, BBITIOJTHEHHBIX, BO3MOKHO
Jlake, Ha SJIeKTpoMexaHudeckod Oasze. Hampumep, ycraHoBka kiaccuueckor MT3 ¢ 3aBemomo
00JBIION BBIAEPIKKOI (O0IIbIIIe, YeM Y TPAAULHUOHHBIX PE3EPBHBIX 3alIMUT AATbHEr0 pe3epBUPOBAHMS),
OTCTPOEHHOW OT TEPMHYECKOW CTOWKOCTH OOOpYIOBaHHWS, KOTOpas IOJDKHA OBITh TOCIEIHUM
pyOe)oM, 3aIUIIAIOIIIM 000pyJOBaHUE OT TIOBPEIKICHHUSL.

BaxHo Taxke oOecreunTh HE3aBHCUMBIE OT HU(POBBIX MOACHCTEM 3JIEMEHTHI 3aIlIUTHl U
YIPaBIEHMS], HE3aBHUCUMBIM ONEpaTUBHBIM TOKOM, rae cama COIIT He nomkHa ymnpaBisThCS OT
[EHTPATN30BAHHON ITU(POBON CHCTEMEI YIIPaBICHHUS.

ABTOpaMH TNpenIaraloTcs CcJeIylolIie MEpPONpPHATHS MO MOBBILEHHIO KHOepOe30macHOCTH
IUQPOBBIX NOACTAHIMN U 00BEKTOB IEKTPOIHEPTETHKU B LIEIOM:

— pasneneHre WH(QOPMAIMOHHBIX TIOTOKOB pa3IMYHBIX TOJCHCTEM Ha (U3UYECKH He

CBS3aHHBIE CEIMEHThl KOMMYHHUKAIIMOHHBIX CETEHl Irepenadyy JaHHBIX BHYTPH IOACTAHINH,
T.€. TIPeJIaraeTcs CO3/IaHue HE3aBUCUMBIX IPYT OT ApyTa IIUH MPOIECCOB U IHWH OOBHEKTOB
Ul KaXIoW (QYHKUMM aBTOMATHYECKOTO MM aBTOMATH3MPOBAHHOTO YIPAaBJICHUS,
TpeOyIoIIeH MOBBIIICHHON HAICKHOCTH;
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— OTKa3 OT MOHOTEXHOJIOTUYHOCTH B KOMMYHHUKAIIMOHHBIX CETAX MepeJadd AaHHBIX BHYTPHU
noncraniuu (4ro0bl Ethernet u TCP/IP He ObliM €MUHCTBEHHBIMH KOMMYHHUKAITHOHHBIMU
TEXHOJIOTHSIMH U(PPOBOI TOCTAHITHN);

— TPUMEHEHHE CUMIUIEKCHBIX KaHAJIOB C OJHOCTOPOHHEW repenadeil mHpoOpManuu Tam, Tae
3TO JOCTaTOYHO [JIsl BBITIOJHEHHWS MPHUKIATHOW (YHKIMH, HAmpuUMep, OJHOCTOPOHHSS
nepenada uHpopmauuu ot mupposoro TT (TH) x yctpoiictBam P3A, wuckimouaromas
BO3MOKHOCTH knOepartaku Ha cam TT (TH) ot HencnipaBHOTO yerporictBa P3A;

— CO37aHWE€ BBIIEJICHHBIX CETMEHTOB KOMMYHHKAIIMOHHBIX CETeH, WCIOJIB3YIOIINUXCS IS
HACTPOMKM W TEPeKOH(PUTYPHUPOBAHUS MHUKPOIPOLECCOPHBIX M KOMMYHHUKAIIMOHHBIX
YCTPOMCTB, TpUYEM B TMpOLECcCEe OIKCIUIyaTallid JaHHBIE CErMEHTHl JOJDKHBI OBITH
HOPMAaJIbHO OTKJIIOYEHBI (CHATO MUTAHUE C KOMMYHHKALIMOHHBIX YCTPOHCTB MK pa3o0paHsbl
pazbeMhl);

— TpPUMEHEHHE  MEXKCETeBBIX  DKPaHOB,  pa3feNsIOmMX  pa3IM4Hble  CETMEHTHI
KOMMYHHKAIIMOHHBIX ceTell Ha (u3nyeckoM (aHAIOTOBOM) YpPOBHE, KOTOpPhIE HE IOJKHBI
JIOITyCKATh BBIMTOJHEHNE HECAHKIIMOHUPOBAHHBIX (PYHKIMH (CETOMHS MEKCETEBBIC SKPaHEI
pealn3yIoTCs Ha ypOBHE MTPOrpaMMHOT0 oOecTiedeHus);

— TPUMEHEHHE CIIeIUAbHBIX MEXCETEBBIX JKpaHOB, NpeAHAa3HAUEHHBIX IS Iepeladyn
GOOSE coobmienus Mexay GuU3NIecKd pa3elleHHIMA CETMEHTAMH KOMMYHHUKAITMOHHBIX
ceTell ¢ BO3MOXKHOCTBIO (PM3MUYECKOTO BBIBOJA M3 Pa0OTHl JI0O0Or0 CUrHania (aHaior
TPAIUIIMOHHOTO KITI0Ya/HAKIAIKH IS TPAIUIIMOHHOHN TIOACTAHIINN);

— TpPUMEHEHHE [UIsl OTBETCTBEHHBIX (YHKIMI YIPOMEHHBIX Y3KOCTICIHATH3NPOBAHHBIX
MPOTOKOJIOB ~ oOMeHa  wWH(pOpMAaIlMM, KOTOpPblE  HE  MO3BONSIIOT  IEepelaBaTh
HECaHKIIMOHUPOBaHHYI0 HWHpopManmio (B ommmune oT Ethernet m TCP/IP, koTopsie
MOJICPXKUBAIOT Tepenady Jiro00i nHhopManun).

Jnst peanuzanyu npeanaraeMbIXx MEPONPUATHH HeoOXoanMa pa3paboTKa M BHEApPEHHE HOBBIX

TEXHOJIOTHA, paHee He MTPUMEHSIBIINXCS IS TOCTPOSHHSI U(POBBIX MOICTAHITHA.

Ha opranu3annoHHOM ypOBHE HEOOXOJIUMO NPUHIMITHAIBHO TMepepadoTaTh MOAXOAbI K
ceprudukanuy 000pyIOBaHUS U JIMIIEH3UPOBAHUIO CIeNHAINCTOB. C MO3UIMH KHOepOe30ImacHOCTH,
(YHKIIMOHAT ~ MHKDPONIPOIIECCOPHOTO  YCTPOHCTBA  IU(PPOBOM  TOACTAHIIMH  OIPEACTSAETCS
UCKITIOYUTENBHO €ro MporpaMMHBIM oOecriedeHueM. COOTBETCTBEHHO CepTH(UKAT COOTBETCTBUS
JIOJDKEH OBITh Ha KOHKPETHYIO aNMapaTHYI0 BEPCHI0 M KOHKPETHYIO MIPOTPaMMHYIO TMPOIIMBKY
ycrpoiictBa. UTOOBI 3TO peann3oBaTh HA MPAKTHKE, HEOOXOAMMO YIPOCHUTH OpPTraHHU3aIHOHHO-
OIOPOKPATHUYECKYIO CTOPOHY CepTH(UKAIIUK, COCPEJOTOYMBIINCH HA TPOBEPKE QYHKIUA. YUUTHIBAS
OO0IIYIO CIIOKHOCTH NU(POBBIX TEXHOJIOTHH U TPUMEHIEMBIX aJITOPUTMOB IIU(PPOBOI KOMMYHUKAIIHH,
HEO0O0X0aMMO OOpaTWTh BHUMaHHE HA MEPCOHAIBHOE JMIEH3NPOBAHUE KOHKPETHBIX CIEIHAINCTOB.
Ceiiuac 10omycK Ha OTpeNeleHHbIe BUABI Pa0OT BBIJAETCS OPTaHU3AIUH B IIEJIOM, & HEOOXOUMO 3TOT
JIONTYCK J1aBaTh KOHKPETHBIM CHENUAINCTaM, 0e3 NPUBSI3KA K OpraHU3allid, TOTJa CYyIIECTBEHHO
MOBBIIIIAETCSA  [EPCOHAIIbHAS  OTBETCTBEHHOCTh  CIEIUAIMCTa, W CHIKACTCI  BO3MOXKHOCTB
aJMUHHACTPATUBHOTO JaBieHusi. CreayeT OTMETHUTh, YTO TMOAOOHBIA CIIOCOO JIMIIEH3WPOBAHUS
CITeIMaIuCcTOB yenentHo mpumensercs B CILIA.

ABTOpPBI CUUTAIOT, YTO HEOOXOJUMO PACIHIUPATH TUCKYCCHH TI0 BOIIpOcaM KnbepOe30macHOCTH
mugpoBbix mnoxactaHiuii B cere koHmemuid NOC AAC um Smart Grid [3]. DopmupoBaTh
KOJUICKTUBHBIE OJKCIIEPTHBIE MHEHHS, KOTOPbIE HEOOXOJIUMO JIOBOJUTH KaK JI0 pa3padOTUUKOB
000pyZI0BaHMsI ¥ MTPOTPAMMHOT0 00ECTICUeHHSI, TaK 1 JI0 CyOBEKTOB JIEKTPOIHEPTETHKH, HAI30PHBIX
Y KOHTPOJIUPYIOIIUX OPTraHoB.

C ogHOHM CTOPOHBI, UMEETCS HEOOXOJUMOCTh Pa3BUTHsI TEXHOJOTHH, B TOM 4YHUCIIE, HUPPOBBIX,
KOTOpbIE JAalT MHpoYailme BO3MOKHOCTH. C Jpyrod CTOPOHBI, UMEIOTCS Yrpo3bl HaJEKHOCTH
SHEProoOBEKTOB U JIaKe SHEPro0e30MaCHOCTH PErMOHOB U TOCyAapcTB. BMecTo noncka KoMnpomucca
(kaKk ~ coueTaHME  HEKOTOPOrO  YPOBHS  HOBBIX  TEXHOJOTMH W HEKOTOPOro  YPOBHS
Kabep3anuIeHHOCTH), HeoO0XoAruMa TapMOHM3AIMs BCeX acmekToB. HeoOxomumo, 4TOOBI HOBEIE
IUQPOBBIE TEXHOJOTWU TMOBBIMIAIM, a HE CHIDKAIN KHOepOe30MacHOCTh 3JEKTPOIHEPTreTHYECKHX
00BEKTOB U CUCTEM. ABTOPBI CUMTAIOT, YTO TAKOE BIIOJIHE OCYIIECTBHUMO.
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3 3AKJ/IIOYEHME

B cratbe chopMymupoBaHbl HEKOTOPBIE aKTyadbHbIE POOJIEMBI B 00JacTH KHOEpOe30acHOCTH
3JIEKTPOIHEPTETUICCKUX OOBEKTOB W CHUCTEM, YTO CTAHOBUTCS BAXKHBIM B CBS3M C IMOSBJICHUEM
MPUHITUITHAIBHO HOBBIX OOBEKTOB — ITM(POBBIX IMOACTAHIMHA. B cBeTe BO3MOKHOCTH HallbHEHIIICH
peasmzanuu koHuemnuilt UOC AAC u Smart Grid, 3HaueHue 0003HAYCHHBIX MPOOJIEM CYIICCTBEHHO
BO3pacTerT.

ABTOpaMH TIOKa3bIBAETCSA, YTO HAWOOJNBIIYI0 Yrpo3y KHOEepOe30macHOCTH M BaXKHBIX
WHPPACTPYKTYPHBIX CHCTEM, KaAKOW SBISIETCS SIEKTPOIHEPTeTUIEeCKasi OTPaCiib, MPEACTABISET COOO0M
YeNOBeUeCKU (hakTop, MPUYEM TJABHBIM 00pa3oM Cpelu CICIHUAINCTOB, KOTOPHIC JOJKHBI
o0ecrnevnBaTh ATy CaMylo KHOepOe30macHOCTb.

IIpennaraercs Ha 1M(POBON MOICTAHIMH BBIACIATH KPUTHYECKHE (PYHKIUH 3alldT OT
MOBPEXICHUST 000PY/JOBaHUS, U PEATU30BBIBATh MX HE Ha mU(POBOI 0aze, TeM caMbIM, HCKIIFOYAs
caMy BO3MOXKHOCTH KHOEpaTaKu Ha ST KPUTUYCCKH BXKHBIC 3aIUTHI.

[Ipemnaraercss ©Ha 1M(POBOM TOACTAHIMK pPa3AeisITh HWHPOPMALMOHHBIE TOTOKH Ha
(U3MYIECKOM YPOBHE C IIENBI0 WICKITFOUEHHSI CaMOW BO3MOXKHOCTH PAcIpOCTpaHeHUs KubOepaTtaku Ha
BECh DHEPrOOOBEKT B CIydae YCICIIHOTO B3JIOMA OTIEIbHBIX MOJCHUCTEM.

B pabote npensoxeH psa MOIX0A0B, KOTOPEIE, T0 MHEHHIO aBTOPOB, TIO3BOJIST PEIIUTh YacTb
o0o3HaveHHBIX mpoOieM. [laHHast pabota, pacmupsist TpoOIeMBbl M YTOYHSAS TPEUIOKEHHUsS, paHee
o0o3HaueHHbIC B pabote [2, 4], BCe-Taku SABJISCTCS MMOCTAHOBOYHOW W PACCMATPUBACTCS HAMHU Kak
IMOBOJ K aKTUBH3aIIUN JUCKYCCUHU CPEAN CICHHUAIUCTOB 110 I[aHHOﬁ TEMATUKE.
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KJIFOUYEBBIE CJIOBA

Wudopmanmonnas HHPPaCTPYKTypa KPUTHYECKH BaKHBIX OOBEKTOB, JIIEKTPOCETEBOW KOMIUIEKC PO,
nHpopManMoHHas 0€30MaCHOCTh, KHOEpaTaKH.

1 BBEJIEHHME

[ToBbIlicHHE YPOBHS aBTOMATH3allMU MPOMBIILIICHHBIX U CHCTEMOOOPa3yIOIIUX MPEAPUITHN
MyTeM  BHEIPEHHWS  COBPEMEHHBIX  WH(POPMAIMOHHO-TEIIEKOMMYHHUKAIIMOHHBIX  CHCTEM B
TEXHOJIOTHYECKHE  TIPOIECChl  OOyCIaBIMBAeT  aKTyalU3alldil0  BOMPOCOB  0OE30MacHOCTH
WHQOPMAIMOHHOH WH(PPACTPYKTYpbl KPUTHYECKH BaXHbIX 00bekToB. CoryacHo oduIuanbHON
cratuctuke 3a 2014 r. ®Ch Poccuu ynanock npecedsr 74 MUUIMOHA KuOepaTak Ha TOCYAapCTBEHHEIE
nHpopMaIMoHHele cucTeMbl [1]. CMeHMICS XapakTep WHIUACHTOB — TMOBBIIIAETCS YHUCIIO
«TapreTUPOBAHHBIX aTaK», XapaKTePU3YEMBIX OIPEACICHHONW IIENbI0 M JUIMTEIHHBIM IEPUOIOM
MOJTOTOBKU 3JIOYMBINUICHHUKOB. [IIMPOKYI0 HM3BECTHOCThH IIEEBBIX aTak Ha HWHGOPMAI[HOHHYIO
WHPPACTPYKTYPY MPOMBIIUICHHBIX OOBEKTOB IIONyYWJI WHIMIEHT MPUMEHEHUS KHOepOpyKus
«Stuxnet» TMPOTUB WPAHCKOW sAEpHON Tporpammbl. Mcmonp3yeMble TEXHOJIOTMH TpH pa3padoTke
KHOEpOPYKHsI TOCTOSHHO SBOJIIOIMOHUPYIOT HApPSIy C «TOYKAMH» WX MPUMEHEHUS: IOCIICIHUE
BUpycHBbIe aTaku («Energetic bear») pa3paboTaHbl ¢ MCIOIB30BAaHHUEM HOBBIX METOJIOB 3apaKEHUS,
TaKUX Kak WHOUIMPOBaHWE WHCTALIIIHOHHBIX mmakeToB SCADA cucrteM Ha caliTaX IOCTaBIUKOB
MIPOTPAMMHBIX PEIIEHUH, OCHOBHOM IENTbI0 MPUMEHEHUS KOTOPBIX SIBJISIFOTCSI HHIYCTPHAIBLHEBIC CETH.

OnucaHHOE BBIIIE TOATBEPXKAAETCS AKTUBHOW NPOQGUIBHON JESITeIbHOCTBIO B 00J1acTH
COBEPIICHCTBOBAHMS 3aKOHOJATEIbHON M HOpPMATHBHOW 0a3bl, a Takxke NpuHITON KoHmemnuei
TOCYJApPCTBEHHOW CHUCTEMBI OOHAPYXXEHUS W JIMKBHUIAIIMU IIOCJIECICTBHA KOMIBIOTEPHBIX aTaK Ha
uHpopMalmontsie pecypchl Poccuiickoit ®enepanuu (nanee — I['C) [2]. B 3axonompoext «O
Oe3omacHOCTH KpUTHYECKOH uHpopManuoHHON uHPpacTpykTypsl Poccuiickoit ®enepaumm» [3]
BKIIFOUEHBI TPeOOBaHUS O CO3JIaHUM KOMIUIEKCA 3alluThl HH()OPMAIMOHHON WHQPPACTPYKTYPHI
KPUTHUYECKA BaXKHBIX OOBEKTOB, K KOTOPBIM OTHOCATCS OOBEKTHI JJIEKTPOCETEBOr0 XO3SHCTBA
MaruCTPabHBIX ¥ PaCIpPEACTUTEIBHBIX 3JICKTPUYECKUX ceTeil. HeoOXoauMocTh rapMOHH3AINH
MOJIXOJIOB, HCIOJIB3YEMBIX TPHU IMOCTpOeHHH YKazaHHOW ['C, M TEXHOJOTHYECKHX OCOOCHHOCTEH
MTPOMBIIIUICHHBIX UH()OPMAIMOHHO-TEXHOJIOIMYECKUX CHCTEM O0YCIIaBIMBACT KPUTUIHOCTh ITpolecca
JIeTaIbHOM TTPOPabOTKH CIIOCOOOB 3aIIUTHI M BBISABIICHUS KHOSPHETHUECKUX aTaK HA TMPOMBIIIICHHBIX
00BeKTaX, B TOM YHCIEe 00BEKTAX AIIEKTPOCETEBOIO XO3AUCTBA €IMHON HAIIMOHATBHON AIIEKTPHUIECKOM
CeTH.

B craTthe mpuBeneHO oOIIee ONMMCaHHWE NpeiaraéMoil aBTOpaMU apXUTEKTYpPhl KOMIUICKCHOM
OpTraHM3aIMOHHO-TEXHUYECKON CHCTEMBI oOecrieueHUs] MH()OPMAIMOHHON 0e30MacHOCTH OOBEKTOB
3IEKTPOCETEBOTO XO3SHUCTBA MaTUCTPAIBHBIX AeKTprueckuX ceteit Poccun (manee — Cucrema).


mailto:nikandrov@igrids.ru
mailto:braguta_mv@ntc-power.ru

CoBpeMeHHble HanpaBieHUsi pa3BUTUA CUCTEM perieHON 3aliuTbl U aBTOMATUKN IHEProcuUcTeM
01 — 05 nroHa 2015 r., Coun

2 OBBEKTBI ATAKH

Hecmotps Ha KOHCEPBAaTUBHOCTh HCIOJIb3yEeMBIX TEXHOJIOTUH yIpaBicHHS
MIPOM3BOJCTBEHHBIMH TpOIIECCAaMH Ha OOBEKTaX JIIEKTPOCETEBOrO XO3SICTBA B HAcToOAIlIEe BpeMs
OCYILIECTBISIETCS. IEpPeXo]] OT 3JIEKTPOMAarHUTHBIX, AHAJOIOBBIX YCTPOHCTB K LU(POBBIM
(MukpomnponeccopHbiM). HoBbIe 00BEKTHI XapaKTEpU3YIOTCS PSAIOM 0COOCHHOCTEH:

- TIOBBIIIEHHE KOHIIEHTpAlMd MHUKPOIPOLECCOPHBIX YCTPOWCTB B KOHTYpPE TEXHOJIOTMYECKOTO
yIpaBlieHUs U HaOJIOJCHNUS, TOTEHIIUAIBHO [TOJBEPKEHHBIX BHEIIIHUM U BHYTPEHHUM YIPO3aM;
- UCIIOJIb30BaHUE PaCIPEEeIUTEIbHbIX BbIUMCIUTEIBHBIX CETEeH, BKIIIOYAIOIIMX MHOXKECTBO

PasHOPOAHBIX YCTPOWCTB, OOYCIAaBIMBAIOIIMX THpouecc (GopMUpOBaHUS «OIArOMPHUITHON

cpepl» A7l HeAeKIapUPOBAHHBIX TIOTOKOB HHPOPMAIINH, a TAKXKE €€ YTCUKH;

- HEOOXOIUMOCTh Iepefaud MH(pOpManuu Ha BEpPXHHE HMEPAPXUYECKUE LEHTPHl YIPABICHUS

CpeACTBaMU KOPIIOPATUBHBIX (TEXHOIOTUYECKUX) BBHIYACIUTENLHBIX CETEH;

- UCIIOJIb30BaHNUE 3apyOEKHBIX «KOPOOOUHBIX PpEIICHHi» CPEICTB 3aIIUTHl OT BPEJOHOCHOTO

MPOrpaMMHOr0O 00ecreueHHs HEOCPEACTBEHHO HA IPOMBILIICHHBIX 0OBEKTaX;

- HaJIM4ME CKPBITBIX M COXPAaHCHHE CTaHIAPTHBIX Mapoiiedl s KOHPUIypHpOoBaHUS LHU(POBBIX

YCTPOMCTB KOHTYPa TEXHOJIOTUYECKOTO YIPABICHHUS.

Ilepeuncnenasie 0COOEHHOCTH W (PAKTOPHI MPEACTABISIOT W3 ceOs JIMIIh BEPIIMHY aicOepra,
ABIIAIONIETO €000 Oomlbiioe pa3HoOOpazWe MHUINEHEH Il aTrakku C [eJbl0  BO3MOXKHOTO
HECaHKIIMOHUPOBAHHOTO 3axBaTa YIpaBJICHHUs M TONyYeHHS KOH(QUACHIHMAIbHON HH(OpMAnuu o
COCTOSIHUM 00BEKTA.

Pe3ynbprarel mpoBeeHHBIX aBTOPAMH SKCIEPUMEHTAIBHBIX UCCIENIOBAHUH 10 KuOepaTakaM Ha
00pa3upl MHUPOKO NpPUMEHSAEMBIX B P® MHUKpPONPOLECCOPHBIX YCTPOWCTB pENeHHON 3alluThl U
apromatuku (mamee - MII P3A) monrBepKAarOT ONHMCAHHBIE CIy4Yaud YSI3BUMOCTH U YTPO3BL
DKCTepUMeHTaIbHbIE FWCCIeNOBaHUA ObUTH TpoBeneHB Ha TepmuHamax MII P3A, xorTpomepax
MPUCOCIMHEHUN, cepBepax BPEMEHUM U Ha JAPYTHX YCTPOMCTBAaX BTOPUYHOM Kommyrauuu. C
UCIIOJb30BAaHUEM «KJIACCHUECKUX» MeTonoB kubeparak (DDoS, spoofing, fuzzing u T.1.)
NOATBEPXKICHa BO3MOXKHOCTh OTpPaHWYEHHUs (PYHKIHMOHAJIa MHKPOIPOLECCOPHBIX YCTPOMCTB, B
OTJENBHBIX CIIy4YasiX pe3yJbTaTOM SKCIIEPUMEHTA SIBIISJICS MOJIHBIN OTKa3 yCTPOMCTBA.

[MonoxwurenbHble pe3yibTaThl JKCIEPUMEHTA MOATBEPXKIAIOT HEOOXOAMMOCTh pean3aiuu
KOMILIEKCHBIX ~Mep 1[0 IMpoBepKe YypOBHS HH(DOPMAIIMOHHOW 0€30IacHOCTH  Hapsiay C
(YHKIMOHAIBHBIMU HMCIIBITAHUAMHU C ydeToM Toro, uro MII P3A sBisiercss OCHOBHBIM CPEICTBOM
o0ecredeHns: TEXHOIOTHYeckol 0€30IacHOCTH Tpoliecca NMepeadyn U pacipeaeseHHs dIeKTPUIECKOM
SHEPIUH, U OTKA3 YCTPOWCTB JAHHOTO BHJIa TPO3UT OOJIBIIMM MAacIITaboM MoCieCTBUH (yiepoom).

TexHonornyeckue TpeOOBaHMA K HAAEKHOCTH M (YHKIMOHAIBHOCTH INPUMEHSEMBIX Ha
00BEKTaX  JIIEKTPOCETEBOIO  XO3AHWCTBA  MHKPOINPOLECCOPHBIX  YCTPOMCTB  00yCIaBIUBAaIOT
HEOOXOUMOCTh KJacCUpUKAUKW HHOOPMAIIMOHHBIX aKTUBOB II0 CTENEHU WX BIUSHUS Ha
MPOM3BOJICTBEHHBIE TPOIECCHl W yIiepda OT OTKaza M0 NpUYMHE KUOEpHHIMIEHTOB. B pamkax
NPOBOJAMMBIX HCCIENOBAaHUM TpeiokeHa Kiaccuukanuss HHPOPMALMOHHBIX aKTUBOB (oOIiee
OIMCaHKe) B 3aBUCHMOCTH OT YPOBHSI 3HAYMMOCTH W CHECHU(HUKH DIEKTPOIHEPTETHUKU. 32 OCHOBY
B3THl pekoMeHaannn PCTOK Poccun [4], B cOOTBETCTBHH ¢ KOTOPHIMH KOMIDIEKC Mep MO 3allnuTe
nHpopmanmonHoi nadpactpykTypbl ACY TII momxeH onpenensThCst HCXOAS U3 YPOBHS 3HAYMMOCTH
M CTENEHH BO3MOXKHOTO yiep0a, HO IpPU 3TOM HEOOXOAMMO YYHUTHIBATh 00beM HWH(POPMALMOHHON
UHPPACTPYKTYpHI OOBEKTA.

K npumepy, mpu aHanuze 3IEKTPHUYECKOW MOJCTAaHIMH, OCHAIIEHHON CHCTEMOW 3alluThI,
MIOCTPOCHHOW Ha 0a3e AIEKTPOMEXaHUYECKUX pejie, HapylleHHe paboTbl KOTOPO MOBJIEUET 3a COOOM
BO3HHKHOBEHHUS UpE3BBIYAHON CUTYyalluH (pefiepalibHOrO Xapakrepa, HeoOX0MMO MPUCBOUTH TaHHON
CHCTEME BHICOKMI YPOBEHb 3HAYMMOCTH WM TEpBBIM kiacc 3amumieHHoctH (K1). B mannoM ciyuae
HEOO0X0IUMO 00eCTeYUTh MOJHBIA KOMILIEKC Mep 3aluThl MH()OPMAIMOHHON MHGPACTPYKTYpPbI, HO
OCYIIECTBUTH 3TO MPAKTHYECKH HEBO3MOXHO, TaK KaK pacCMaTPUBAEMbIH OOBEKT XapaKTepH3yeTcs
MHUHHAMAJILHOHM MTOBEPXHOCTHIO aTaKu M HEpa3BUTONU HH()OPMAITMOHHON HHPPACTPYKTYpOi.

O6bmas knaccudukanys nokazaxHa B Tabnuue 1.

Oco0eHHOCTh 00BEKTA Kitacc 3amumiieHHocTi

1) OO6wvekr moctpoer Ha MII P3A wu xontpomiepoB, ocHameH | [lepsrit kimace (K1)
ntostHOIIeHHOM ACY TII ¢ BO3MOKHOCTBIO JUCTAHITMOHHOTO YIIPABIICHHUS;
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2) Pabora oObekTa, Baustoniero Ha ycroiunsocts EHOC.

3) Hapymenue paboTbl 0OBeKTa IMOBJIEYET 3a COOOH BO3HUKHOBEHHUE
Ype3BBIUANHON cHUTyanuu (enepaqbHOr0 WM MEXPETHOHAIBHOTO
XapakTepa WM WHBIE CYIECTBEHHBIE HEraTUBHBIE MOCIIEICTBHUSI.

1) Oo6wexr moctpoen Ha MII P3A wu xontpomiepoB, ocHameH | Bropoi kiacc (K2)
nonHonieHHOW ACY TII ¢ BO3MOKHOCTBIO JUCTAHIIMOHHOTO YIIPaBICHIIS,
2) Pabora oO6bekra Mano BimseT Ha ycroitunBocts EHOC;

3) Hapymenue paboThl OOBEKTa IMOBJICUYET 3a COOOW BO3HUKHOBEHUE
Ype3BbIYAHOM CHUTyallud pPETrHOHAJBHOIO XapakTepa WIN HUHbIE
YMEpEHHBIE HETAaTHBHBIE TIOCIEACTBUSL.

1) OOBeKT TmMOCTPOEH Ha OCHOBE dJeKTpoMexaHWueckux H | Bropoi kmacc (K2)
MOJYIPOBOAHUKOBBIX cucTeM P3A, ocHamieH cucteMoll TelneMexXaHUKH
0e3 BO3MOYKHOCTH JUCTAHIIMOHHOTO YIIPABIICHUS,

1) Hapymenue pabGoTel oOBekTa moBiedeT 3a coboi Bo3HHMKHOBeHHs | Tperuii kimacc (K3)
Ype3BBIUANHON CUTyaIlMM MYHUIIUIIATHLHOTO (JIOKAJILHOTO) XapaKTepa Uiu
BO3MOKHbI UHBIC HE3HAUYUTCIIbHBIC HETAaTUBHBIC ITIOCJICACTBUA.

Taba. 1: Knaccugukanust 00beKTOB AJIEKTPOCETEBOI0 X03SHCTBA.

I[J'ISI OKOHYATEJIBHOT'O OIIPCACIICHUA KJIacCa 3alllUIIEHHOCTH HCO6XOI[I/IMO IIpUHUMAaTh PpECIICHUEC
10 KaXKaoMy O6LCKTy B OTACJIIBHOCTH.

3 APXUTEKTYPA CUCTEMBI

Kommnekcunas Cucrema AODKHA BKJIIOYaTh B ce0sl psii OpPraHU3aLMOHHBIX MEPONPHUATHI U
BHEJIPEHUE CIEIUATU3MPOBAHHBIX MPOrpaMMHO-TEXHUYECKHX cpenctB. Crpykrypa Cucrems! B
00s13aTeTFHOM MOPSAKE JOJDKHA BKITIOYAThH B ce0s CIICAYIOIINE YPOBHU:

- [EHTPAIBHBIN yPOBEHD - KOPIMOPATHUBHBIA LEHTP WH()OPMAIMOHHON Oe3omacHOCTH (mamee —
Llentp), BcTpauBaemslid B ctpykrypy 1'C [5]. B 3agaun LlenTpa qOIKHBI BXOAUTH MOHUTOPUHT,
oOHapyXeHHe, TpeAyNPeKICHUE, JIMKBUAAIUSA W TPOTHO3WPOBAHHME CHUTyallMd B 00JacTu
oOecnieyenust ”HQOPMAMOHHON 0€30MacCHOCTH 00BEKTOB ANEKTPOCETEBOTO XO35ICTBA.

- O0OBEKTOBBII YPOBEHb — IPOIPAMMHO-TEXHMYECKHE CpEACTBA 3allUThl M OOHAPYXEHUS
KHOCPHETUYECKUX aTaK U HEIITaTHBIX KOMIBIOTEPHBIX MHIMJIEHTOB. B 3amaum mporpamMMHO-
TEXHUYECKOTo oO0ecredeHns: O0BEKTOBOTO YPOBHS JOJDKHBI BXOAWTH CPEICTBA TIIyOOKOTO
aHaJI3a ceTeBoro Tpaduka v aHaJIM3a YIpaBISOLMX KoMaH ] (mpombiinuieHHbId DPI) BHeIIHIX
KaHAJIOB OOBEKTOBOHM CBS3HM, CUTHAIM3AIMS M PETHUCTPALUS BBISABICHHBIX KOMIBIOTEPHBIX
MHIIAJEHTOB (KHOepaTax).

4 3AK/IIIOYEHUE

H3meHenne MeTOZOB BO3JEHCTBHUS HA TEXHOJIOTMUECKOE M COIMAIILHOE PAa3BUTHE CTPAHBI,
MCIIOJIb30BaHME COBPEMEHHBIX TEXHOJOTHUH KuOepatak ¥ KHOSpBOHH OOYCIaBIMBAIOT OCTPYIO
HEOOXOJMMOCTh MPOBEACHUS IPOAKTUBHBIX PA0OT MO (HOPMHUPOBAHUIO KOMILIEKCHOW 3aIIUTHI
MH(POPMAITMOHHOW HHQPACTPYKTYPHI O0BEKTOB 3JEKTPOCETEBOTO XO3sICTBA KAK KPUTHUYECKH BaXKHBIX
o0wvekToB Poccuiickoit @enepannu. B cTatbe mpoBeaeHO 00Iee ONMMCcaHue IMpeIaraeMoil aBTOpamMu
APXUTEKTYPBl KOMILIEKCHOW CHCTEMBI TI0 00ECIICYCHHI0 WH(POPMAIIMOHHONW 0€301acHOCTH 00BEKTOB
ANEeKTpoceTeBOro  xo3siiictBa P®. OxupaeMbIM  pe3ylbTaTOM peaju3alyd  MpeasIOKEHHON
APXHUTEKTYPHI SBIACTCS oOOecleueHne KHOSPHETHUECKOW 3allUThl JJIEKTPUUYSCKUX MOJICTAHIINMN,
COOTBETCTBYIOIIECH YPOBHIO COBPEMEHHBIX yTPO3 M TPEOOBAHMSIM 3aKOHOIATENLCTBA PD.
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1 INTRODUCTION

Background

With the currently ongoing and increasing digitalization and automation of electrification aimed
at achieving better system integration and efficiency, there has been a corresponding and unmistakable
upward trend in the number and sophistication of cyber attacks that are targeted at the critical
infrastructure of the energy and utilities sectors. Consequently, governmental and regulatory bodies
have recognized the impending, real threats that such cyber attacks pose to a nation’s economy and
security, and have constituted guidelines and strict governance measures to ensure that the power
system operators take adequate steps to protect their infrastructure in a timely and responsible manner.
Standardization bodies have also taken steps in tandem with the regulations to guide operators in
establishing information security management systems (ISMS), based on standards such as ISO/IEC
27001 and 27019, to ensure secure operations, and to guide technology vendors in developing secure
and interoperable substation automation and protection products and systems. Ultimately, the cyber
security technologies and controls employed need to serve the primary interests of the operators,
namely protect their business and capital by enabling smooth operations while at the same time
mitigating the risks of cyber threats and ensuring compliance with cyber regulations.

Purpose of this paper

This paper offers details on the application and management of various cyber security controls
and enabling technologies in digital substations. Beginning with the illustration of implemented
security functions in modern protection and control devices, hereafter generically referred to as IEDs,
this paper provides a bottom-up view to ensuring the overall operational security of an electric utility.
Consequences for the communication infrastructure in a digital substation automation system (DSAS)
and beyond from a cyber security perspective are covered. Ideas on migrating a legacy substation to a
secure substation are presented. A discussion on addressing product interoperability in the area of
cyber security by means of adopting standardization is presented. This paper concludes with a call for
standardization and unification of the approaches required to deliver a cost-effective and efficient
operational security to the DSAS operator.
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2 BODY

2.1 Secure Products at the Core of Secure Substations

A depiction of a typical digital substation is offered in figure 1 along with some basic security
controls in place. The management of the overall system security poses a multidimensional challenge
for the utilities due to the geographically and topologically distributed yet connected and therefore
vulnerable nature of digital substation networks. An orchestration of various cyber security controls
and technologies is required to meet this challenge in the context of secure substation architectures.
Whereas secure substation architectures provide the structural defense, the security controls provide
behavioral/operational defense against cyber attacks.

Account Management

Malware Protection

Level

Virtual Private Network
(VPN)

Control Center

Firewall with n-ports
IEC 60870-5-104
DNP3 TCP

Untrusted network
Trusted Zone

Switch
- 1

‘ L Protection Device
MMS Field Device

Substation Level

GOOSE GOOSE Substation Controller

Local HMI

Engineering PC

Figure 1: Typical Primary Digital Substation with Ethernet/IP-based Process Communication and (optional)
site-to-site encryption

In Figure 2 the primary cyber security controls and technologies that need to be considered are
listed — they are a distillation of the prevailing industry and regulatory standards that govern and guide
cyber security implementation across the world. Although it lies outside the scope of this paper, the
establishment of the physical security perimeter of the plant is a must, whereby physical access to a
substation is permitted only to authorized personnel.

Regulatory guidelines such as the BDEW Whitepaper outline, among other aspects, the
expectations of a secure product to a sufficiently concrete level so that vendors can implement these
controls in conformance to the requirements, and the DSAS operator can verify the conformity
statements as part of their ISMS governance activities to ensure the overall compatibility of the
deployed products to their internal policies of both operational and regulatory nature.

2.2 User Authentication and Authorization

Once inside a substation, an operator normally views and controls the process automation using
the substation-local human machine interface (HMI) software, which allows the viewing and
modifying of the states of both primary substation equipment (e.g. circuit breaker, disconnector, etc)
and secondary substation equipment (e.g. bay controller, protection device, etc) that control them.
Therefore the HMI must support built-in access control and login mechanisms to allow and disallow
all or specific functions based on the authorization level of the user that has logged in or has attempted
to log in. As has been seen over recent years, some DSAS operators are establishing, or want to
establish IT systems such as Microsoft Active Directory or other such X.500 directory service systems
directly in the substations for being able to centrally manage user accounts and to couple substation
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automation products such as the HMI to use the centrally managed user accounting system for their
access control purposes. This is one of many instances where the so-called Operational Technology
(OT), meaning the HMI which is a domain-specific software and automation product, meets IT,
meaning the Microsoft Active Directory Server, in the substation.

Policies, Processes and
Procedures - 5

Organizational security,
secure developmentand
integration, vulnerability and
incident handling

Security Technologies — -

Common security
technologies need to be
implemented and contribute
to the overall secure system
architecture

Figure 2: Cyber Security Controls and Technologies for a Digital Substation

Fine-grained access control management in IEDs is supported by the IEC 62351-8 standard
“Role Based Access Control” (RBAC), which in addition to definition of standard roles and rights for
digital substation and telecontrol systems, also describes the anchoring of roles in X.509 certificates so
as to enable a public key infrastructure (PKI) based management of operator personnel and DSAS
components (protection relays, substation controllers, HMI, ...), thereby supporting a critical aspect of
operational security

As of today, system-wide role-based access control (RBAC) is yet to be adopted as standard
practice at the substation level, particularly in the bay level (e.g. protection relays). A prominent
reason for this is the presence of legacy IEDs that are security-agnostic. A migratory step to apply
secure remote access control in a consistent manner in legacy substations could be therefore to rely on
a proprietary solution for the time being. Such centralized security management systems (CSMS) exist
today (more features are described in the sections below) are capable of supporting pass-through
connectivity between a remote client and the IED in the substation — see Figure 3 for an illustration of
the same. Such a pass-through capability enables the CSMS to authenticate and authorize the operator
trying to establish the remote connection and operate on the IED and also log the access for purposes
of audit trail. Furthermore, such systems also support optional integration with central user
management systems such as Active Directory, thereby making the migration to a standard,
interoperable solution easier in the mid- to long-term.

2.3 Audit Trail

A closely related security control that substation automation systems must support is the
security audit trail that keeps a secure log of all runtime activities performed by the logged on operator
as well as the details of changes made to the configuration/engineering parameters of the HMI. In
addition, a reliable timestamp for each activity must be logged.

2.4 Secure Time Synchronization

Due to the criticality of the integrity of the associated timestamps in the audit trail, and its
criticality for the functional operations of an ~ IED in general, substation automation gateways of
today are, and should be able to use secure modes of time synchronization protocols such as the
Network Time Protocol (NTP) to retrieve the current time from a central (remote) time server,
normally at a control center, with server authentication and timestamp integrity support.
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Figure 3: An example for a migratory RBAC support scenario for legacy IED products by utilizing secure pass-
through feature of a centralized security management system (CSMS)

2.5 Data Protection through Secure Communication

This security control is of high relevance to IEDs such as a substation gateway, which is closer
to the unsecure wide-area network (WAN), and therefore more susceptible to network-based remote
cyber attacks on process communication, than the bay-level IEDs such as protection devices, which
typically communicate only within the substation and are not visible as network nodes outside the
substation. So far the predominant choice of securing WAN-facing telecontrol communication has
been to create virtual private networks (VPNs) based on IPSec (see Figure 1) to ensure confidentiality
of the communication. While IPSec is simple to deploy, it has its limitations. Primarily, [IPSec offers
confidentiality and integrity but only a limited form of authentication which relies on shared secrets. It
can support only site-to-site secure communication, or if the WAN-facing IED has IPSec built in, then
end-to-site (site being the control center) secure communication. These configurations do not allow for
ensuring the confidentiality or verifying the integrity of the originally transmitted data if the [PSec
connection is terminated midway in the communication stretch (e.g. by an IPSec-capable router) and
the unencrypted packets are sent by the terminating node potentially after manipulating and/or stealing
the originally sent information.

A second significant restriction with IPSec is that its implementations from different network
device providers are not guaranteed to interoperate with each other owing to the fact that the IPSec
protocol has gone through several updates over time yielding several batches and maturity levels of
implementations on the vendors’ side.

A further point to note is that the predominant mode of deploying IPSec enabled devices is with
pre-shared keys. Deploying IPSec with pre-shared keys is not complex and does not require a huge
infrastructure to support it, but it has the disadvantage that the key can be relatively easily
compromised due to mishandling. And if a pre-shared key is compromised at the control center level,
then in order for a new uncompromised key to be applied, all the connected devices from all the
connected substations need also to be updated so as to be able to connect to the control center with the
new key. Although IPSec allows for certificate based mutual authentication between the
communicating parties to take place, today’s lack of availability of a public key infrastructure (PKI)
that spans from the control center down to the substation facilities makes it virtually impossible for
certificate based authentication of IPSec counterparts to be adopted.
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In comparison, the much newer, mature, and utility sector-specific IEC 62351 set of standards
covers the most commonly used process communication protocols for telecontrol and substation
automation. When using IPSec the point terminating IPSec is most likely in a network facing the
unsecure network (e.g. WAN), while the endpoint for IEC 62351 is often in a restricted environment
with less communication options (like in a substation) thereby addressing end-to-end secure
communication unlike IPSec, which usually offers site-to-site secure communication in the substation
context.

The IEC 62351-3 standard provides the basis for secure communication by profiling the
application of the Transport Layer Security (TLS) protocol for all TCP-based application layer
(process communication) protocols. Building on top of this standard are a slew of other standards, for
example the IEC 62351-4 for TLS-based encryption and authentication for IEC 61850-MMS, and the
IEC 62351-5 for TLS-based encryption and authentication for IEC 60870-5-104 and DNP 3 TCP
protocols that are used for substation-internal communication and/or telecontrol communication
between a substation controller and the control center.

The trend in the utility industry in adopting the IEC 62351 set of standards for secure
communication has been restricted to IEC 62351-5 largely because of the vulnerability of IEC 60870-
5-104 or DNP 3 TCP protocols to cyber attacks owing to their potential traversal through the unsecure
WAN (refer Figure 1) between the control center and the substation. The [EC 62351-4 standard, which
defines secure IEC 61850-MMS communication has taken a back seat so far owing to the primary fact
that MMS is not being used outside the scope of the substation network, and much less the Ethernet-
based IEC 61850-GOOSE communication, which can be secured (message authentication only) based
on [EC 62351-6.

But it is important to note here that the industry demand for vendor implementations of IEC
62351-4 based secure MMS is likely to rise thanks to new use cases and ideas where MMS is, or will
be employed. Depending on the urgency of the required reaction to an extraordinary network
condition such as surges detected by wide area monitoring networks based on phasor measurement
units, or a weather forecast citing immediate bad weather, the control center might want to directly
send an IEC61850-MMS based command to a protection relay in that area to engage a circuit breaker
for localizing the instability, or alternatively alter the sensitivity thresholds of a protection algorithm
for a specific period of time and then revert it back once the risk of instability has sufficiently
subsided. While the possibilities that MMS provides does make such a use case feasible for
implementation it is simply apparent that such a capability to control a protection device by entirely
bypassing the substation gateway can be exploited by hackers to launch MMS-based attacks on the
network by sending such commands to protection relays and causing electrical network instability.
Such ideas for centralized adaptive protection of the network, combined with the application of IEC
61850-MMS as part of the decentralized energy resource (DER) integration is likely to push the
application of secure MMS across the utility sector in the years to come.

2.6 Identity Management of IEDs using X.509 Certificates

With the foreseeable surge in the adoption of IEC 62351-4 (secure MMS) and IEC 62351-8
(RBAC) as illustrated in the earlier sections, the establishment of a PKI for management of X.509
based certificates becomes more of a prerequisite. In fact, utility operators should consider
establishing a PKI not only for enabling end-to-end authentication supported across network segments
by the IEC 62351 standards, but also to manage the limited site-to-site or end-to-site authentication
with IPSec in a more secure and scalable manner than to use pre-shared keys. Figure 4 below
highlights the advantages of using PKI-managed certificates over management of shared secrets such
as with IPSec in an interconnected network.

A second reason for requiring certificate management is for the enrollment of IEDs into the
substation. When secure communication becomes more prevalent at the substation-internal (e.g. bay)
level then the proliferation of X.509 certificates for purposes of secure communication will cause an
increase in the administration overhead involved in getting the certificates loaded into the IEDs,
especially because the communication trust relationship will need to span from the control center to
multiple individual subordinate substations, if not all. This process of updating a new device with
certificates needs to be automated just as much as the process to renew the certificates of an existing
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set of devices due to any number of reasons. A PKI is usually designed to handle such standard
certificate management use cases in an automated manner, and provides the basic infrastructure
components such as certificate authorities (CAs) that sign the certificates, registration authorities
(RAs) that verify the credentials of an IED before requesting a certificate for the IED from the CA,
and a slew of cryptography protocol implementations for exchange of key materials, certificates and of
course enrollment. The entire application of PKI in the context of power systems is being drafted in
the IEC 62351-9 standard as of this writing.

Eventually, through the business push for secure MMS the establishment of PKI based on the
62351-9 standard will become commonplace, but a migration concept is currently required for the
substations of today to enable this transition by helping substation operators to incrementally adopt
certificate management at a local level and then eventually to establish a trust relationship with an
overarching control center based on one organization-wide single spanning PKI owned optionally by
the operator.

Shared Secrets PKI
Keys needed forn nodes: Keys needed forn nodes:
n*(n-1)/2 n + RootCertificate

Strength

Standard Compliance
Scalability
Administrative Effort

Operational Costs

Figmg e don P benefits of PKI over Managing Shared Secrets

2.7 Password Management

For ensuring authorized access to IEDs even at the bay level for configuration purposes, IEDs
such as protection relays should support at least the verification of a password for allowing the
connection to be established. But given the sheer number of IEDs such as relays, and given the
mandatory requirements of NERC-CIP (North American Reliability Corporation, Critical
Infrastructure Protection) and BDEW-Whitepaper concerning the application of password policies
(length, complexity, expiry timeframe) the task of managing passwords in IEDs will become
economically unviable if carried out manually every few months as mandated. An automated
password management system is therefore required.

A centralized security management system (CSMS) should be able to log into IEDs
automatically, with the current user name and password. If a user/role management system is in place
(whether a central one or IED-local), the CSMS itself should be provided the role of an Administrator
for having the privileges for this task. The CSMS should be able to change the password to a specified
or random password in conformance with password policy requirements of regulations or guidelines.
By setting up a password policy using the CSMS, utilities will be able address the existing problem of
managing and distributing their passwords for their IEDs over insecure media such as printouts of
credentials in the hands of operations staff. The operators are no longer required to manually update
the passwords of the geographically distributed DSAS components, because this is done automatically
over the CSMS. This also means that for gaining access to an IED for example, either remotely or
locally, the operator is first required to retrieve the current password by authenticating against the
CSMS. The CSMS processes the user authentication by either integrating with a central user account
management system like Microsoft Active Directory Server, or by directly hosting the user
management services. Only upon verifying the operator’s identity does the CSMS provide the operator
the current password, which it automatically set in the IED during the last update cycle. This approach
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therefore provides as a 2-factor authentication for accessing an IED, while also enabling centralized
tracking of IED accesses, whether remotely or directly at the substation level.

2.8 Firmware and Configuration Version Monitoring of DSAS Components

Ensuring the integrity and change management of the deployed firmware and configuration settings
across substations (or even locally at a substation) is also a requirement in regulations such as NERC-
CIP and recommended in the BDEW-Whitepaper guideline. A CSMS depicted in the discussion above
automates this task by maintaining a baseline of approved firmware versions and configurations of all
supported DSAS components across substations in its central database server.

Once a configuration baseline has been established by the CSMS administrator for e.g. an
IED, the CSMS should periodically read the device configuration and compare it to the baseline. It
should be noted here that the verification of the integrity of the configuration changes is in the scope
of the IED itself. The CSMS logs any discrepancy found and the same is reported to the CSMS
supervisor. This usually occurs if an operator modifies the device configuration directly in the field,
which is not uncommon practice. Once notified, the CSMS supervisor responds to such a discrepancy
by examining the differences and finally approving the change (i.e. update the CSMS baseline) made
to the device configuration in the field or by rejecting them (i.e. revert changes in device to baseline
version, not necessarily using CSMS functionality).

Similarly, the CSMS supervisor can define baseline firmware versions in the CSMS server for
the various deployed DSAS components and then set up the CSMS to periodically verify whether the
deployment of the various firmware versions across the substations matches the centrally defined
baseline. Firmware monitoring is handled in a manner similar to configuration monitoring as
explained above.

2.9 Secure Logging of Events

In the center of securing all operations of a digital substation lies the systematic secure logging
control. Without a high integrity, comprehensive, and structured log of security and functionally
critical events occurring in the substation it is difficult to retrace the workings of due a cyber attack.
All networking components, from routers, switches, CSMS instances, on the one hand to IEDs, HMI
instances, substation controllers and remote terminal units (RTUs) on the other, need to participate in
this central logging of security relevant events, so that operational staff can quickly spot anomalies in
communication and/or functional behavior at a substation or beyond.

The Syslog centralized logging system is the most well-established implementation and is
supported by most, if not all vendors of networking /IT equipment. The list of vendors is growing with
IED vendors also adopting the Syslog approach. While a subset of such IEDs is also capable of
directly participating in the centralized secure logging of events, some IEDs use the capability of
communication standards such as IEC 61850-MMS to notify a higher level system such as a
substation controller of any security events, which in turn can log the same to the central logging
server such as Syslog. In any case, IEDs of today by and large should come with support for secure
logging of events that cannot be tampered with, and are stored securely within the devices with
restricted access to retrieve them.

A prominent approach to centralized logging and monitoring of a networked system is the
application of the simple network management protocol (SNMP). The standard IEC 62351-7,
“Network and System Management Date Object Models”, is currently in the process of being
updated to an international standard. The standard applies SNMP to power system operations
and defines an SNMP management information base (MIB) for handling security events to be
utilized for detecting possible security intrusions. With most modern IEDs supporting SNMP,
some including the SNMP V3 protocol which supports various security models, it is
foreseeable that IED vendors will extend their support IEC 62351-7 in the near future.

3 CONCLUSION

In Figure 5 a secure substation variant is laid out with the security controls discussed in this
paper, which contrasts with typical substations of today where security is of minimal significance as
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depicted in Figure 1. Prevention and detection of unauthorized access to DSAS, administration of
password policies in IEDs, periodical baseline checks for the deployed firmware/software versions,
and detecting changes in deployed device configurations and software configurations, are among the
many aspects of the cybersecurity challenge that are causing the utilities to shift their focus from
device-level security to end-to-end operational security, as they upgrade their substations to reflect the
needs of the markets.

The complex and challenging task of securing the interconnected grid with its heterogeneous
components and technologies can be made centrally manageable as discussed in this paper, but
emphasis should be laid by both power system operators and vendors on standardization and
interoperability in all security related aspects in the years to come.
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1 INTRODUCTION

The electric power grids and power systems are critical infrastructure parts of our modern
society and are ascertained by high demands on reliability and stability. At the heart of these
intelligent grids we find specialized IT systems, such as substation automation systems.

These systems are following standards and trends, as of which one of them is in particular
Ethernet and TCP/IP based communication protocols. Evolving technologies like Ethernet and
industry-specific standards such as IEC 61850 are enablers for information exchange that support not
only higher reliability, but also important ensures interoperability between systems from different
vendors

Key features to safe guard our grids are to enable support for authentication and authorization,
auditability and logging as well as product and system hardening.

An easy solution to add and remove users that shall have or be revoked from having access is
the implementation of a centralized account management in the substation automation system. This is
a major benefit for the utilities that have to adhere to regulations. In the event of intrusion detection,
finding unexpected usage patterns and for security forensics, the security logging mechanisms are a
must. It has to be reliable, easily distributed and easily collected.

2 TRENDS

The last years trend in our industry have been to walk away from proprietary, vendor specific
communication protocols and solutions to standardization and standards towards Ethernet and TCP/IP
based solutions.

Main reason for this have been to get higher level of interoperability between different vendor’s
products, and in the end, to reduce the engineering cost and complexity for the Utilities. Given by the
nature of the availability and ease of use of TCP/IP for almost everyone, the need for security gets
elevated.

Another trend which can be seen is a high level of connectivity, meaning every device in our
modern society have more or less a need of connectivity. This includes the power system as well as
any other domain around us. The equipment needs to be configured, serviced, monitored and operated.
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This is valid both from within close range of the system as well as far away from the same, remote
operation.

Therefore standard communication infrastructure and high connectivity level forces us to take
certain measures to safe guard our power system. We have to be able to control, monitor and protect
our infrastructure.

3 SECURITY MEASURES

Reducing the exposure of the system is the first way of securing it, that can be done through
physically (physical perimeter), tfirewalling (blocking communication entry points) and through white-
listing (allowed applications). Independent if all of these are used or only one, the attack surface [1]
must be known.

3.1 Hardening

To make a reliable and stable system the attack surface must be reduced. By knowing the attack
surface, we know our exposure. The attack surface is reduced by only enabling the needed physical
interfaces required, and also only to enable the required services needed per interface.

IEC 61850 (MMS, GOOSE) Protection and Control Process bus
device
IEC 61850 (GOOSE, 9-2)
FTP
FTP,
IED Configuration
protocols

Figure 1: Communication Interfaces with enabled services

As seen in figure 1, only the required protocols per communication interface should be used. If
e.g. FTP isn’t needed on anything but Station bus B and Local HMI, then it shouldn’t be enabled. This
systematic results in a drastic reduction on the attack surface of our system, and on our exposure to
bugs and vulnerabilities.

This can be visualized through the following matrix:

Protocol / Interface | Station bus A Station bus B Process bus Local HMI
IEC 61850 — MMS X
IEC 61850 - GOOSE X X

IEC 61850 —9-2 X

FTP X
IED Configuration
protocol

ol

Table 1: Selection of protocols per interfaces

Reducing an exposure means directly reducing the device exposure for vulnerabilities that can
be exploited by anyone unauthorized who wants to get control over the system.
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The protocols selected to be run per interface must withstand improper usage, e.g. fuzzing,
where unexpected packets of information (valid and invalid) are sent to the device to try to find
vulnerabilities. Another vital feature is the one typically called Denial of Service (DoS) protection.
Here the system have to withstand abnormal amount of data sent directly to the system as a method to
prevent it from being able to communicate in a normal way. A DoS on a substation automation system
can prevent e.g. control commands from being used, monitoring of measurements, GOOSE from
being sent, and time synchronization to fail, etc.

To prevent these DoS attacks as well as having the ability to log the occurrence of them are two
important measures that have to be taken in the power system.

3.2 Authorization

The second way in reducing exposure is to enable authorization mechanisms, i.e. the user have
to provide proper credentials before being authorized to use the system. There are several ways to
provide user credentials, but the most common one is using the combination of a user name and a
password.

In the world of information systems, the usage of user name and password have long been
debated and seen as not secure enough. This is also valid for the Power System area. As of today, most
of our installations rely on physical perimeter protection only, and not authentication on each device in
the system. What have been missing in our area are proper tools to aid the system owners to
implement a working account management system. The tools have been insufficient, the devices have
been too limited, hence the result, account management haven’t been used.

The key to make this a success is the usage of a centralized account management system, like
Active Directory from Microsoft. A system that enables centralized control over users, passwords,
groups, policies etc.

These tools have now come to the Power System domain and with the enforcement of
regulations like NERC CIP [2] there will be a quick change. The alternative would been to remove
connectivity from the devices, which equals a step back in evolution.

With a central account management system, users can be added, removed, blocked, approved
and monitored. As usual, the keyword is interoperability, meaning devices and systems from different
vendors must work together. Another major factor is standardization where IEC 62351 is the key to
success.

Once the centralized repository for users exists, the proper roles have to be given to the users. A
user can have one to many roles, whereas each role represents a set of rights. IEC 62351-8 [3] have
given us a pre-defined set of roles with a pre-defined set of rights. In comparison the standard defines
which user roles shall have what user rights, as shown in figure 2.

T 2L 2Lz
I T e e e e
o o o o o o o o
Role A X X
Role B X X X
Role C X X X X X X
Role D X X X X
Role E X X X

Figure 2: Role to right mapping

In order to reduce the exposure for mistakes and vulnerabilities, we recommend to never use a
role with more than necessary rights. The result will be a reduction of the risk of unintended failures
from the user, e.g. usage an engineer role to change a configuration, not security administrator.
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3.3 Authentication

Once we have the mechanism for authorize users in place we need to make sure that the users
can be certain that they operate on the proper devices. We also need to make sure that the devices
communicate with other proper devices. It is necessary to authenticate the different entities to each
other, to not allow rogue devices or systems to act as if they were proper devices. Especially when
using a centralized account management system, it is mandatory to ensure that only authenticated
devices are allowed to retrieve user information from that system.

This is where certificates come into play as with certificates it can be verified that an
authenticated system is talking to another authenticated system.

When both the centralized account management server as well as the clients using are
authenticated, they can exchange information like user credentials, roles, rights and certificates.

Now we have a secure way to authorize users and allow them to change their passwords. If
there wouldn’t be a mutual authentication between the server and client, a rogue client could be used
to enumerate all users in the central repository, and vice versa, if a rogue server is present, any user
could be invented and given maximum rights which would circumvent the entire idea of authentication
and authorization.

3.4 Auditability

After taking the steps of hardening, authorization and authentication, we have a system that is to
a higher level more secure than the Power System we started with. Now the only thing missing is the
visibility and ability to monitor what happens in the system. We are missing auditability. To be able to
monitor the system we need the discrete actions in the system to be generated as events. These events
are hereby called security events and are not be mixed with what we typically call process events.

Security events are used to indicate login, logout, forcing of values, changes in configurations,
firmware changes, password changes, audit log access, etc.

They are important part of the regulations that Ultilities have to adhere to. For instance, NERC
CIP requires such events to be kept for a time of 90 days within a station. In parallel to the centralized
account management, there typically is a centralized security event logger in the system. The
responsibility of this system is to log all security events from all different parts of the system.

The central logger shall have a time correlated list of all the security events in the system. This
is the place to audit when it comes to checking the system integrity. This is also the place for pattern
recognition. To be able to see patterns and signs of abnormal behavior, data mining can be done on the
central log. Things like scanning, password breaking attempts, nodes going online/offline etc. should
be monitored and searched for. By observing the normal flow of events from a particular devices
during normal operation, the system/users can learn to search for the differences in the patterns.

This pattern recognition is doing a similar task as an Intrusion Detection System (IDS)
performs.

In the case of an event, a mal-operation in the power system or abnormal device/system
behavior, the central logger is a good starting point for the forensics work. Since the events in the logs
are time stamped, it should be possible to compare them with the process events and other time
stamped events in the system. The central logger must be a trusted and reliable source of data.
Tampering protection as well as read-traps, to log if someone reads the log, is normal protection

4 CONCLUSION

Since the trends are bringing normal IT technology into the area of Power Systems, we have to
look for the same ways of protecting our systems as in the IT domain.

Earlier we have relied on physical perimeter protection and security-by-obscurity, i.e. each
vendor have had their own proprietary protocols. Those days are over, now interoperability and
regulated openness in the solutions are key.
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The traditional approach “if the system is working do not touch it” has to be abandoned. It is no
longer enough to judge the security and stability of a system by only looking at it as vulnerabilities can
be laying below the surface. The only way to reduce the exposure of these vulnerabilities and mitigate
the risk of attacks is to keep the system up to date.

By observing and measuring our systems, we build up knowledge of them, especially on the
normal system states and behavior.

These security measures, i.e. hardening, authentication, authorization, and auditing, are
applicable on all our systems independent of regulations on a particular market or region.

The final recommendation is to continue the work of pattern analysis and recognition as well as
doing studies on mechanisms to keep a system up-to-date without risking reliability and dependability
of the systems.
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1 INTRODUCTION

In the past, substation modernization efforts included several different stages of design and
development teams completing their task and handing it off to the next team with little knowledge or
influence beyond that transition. This resulted in the use of many different types of equipment, often
without full compatibility or capability, which complicated system design and presented significant
support challenges from an operation and maintenance perspective. Today, a new and innovative
modular solution approach leverages the functionality available in intelligent electronic devices
(IEDs), experience in efficient panel design, and awareness of substation installation methods to create
complete protection, control, and monitoring (PCM) systems that are quickly and easily deployed.
This solution creates not only a design fit for use, with all necessary features, but also fit for purpose,
where the features are necessary and sufficient to satisfy the complete design.

The integrated design of the modular solution provides an innovative approach and a level of
integration unparalleled in the industry to date. The entire control house, kiosks, or just the panels are
engineered, designed, constructed, and tested off-site and then installed in the substation. This new
solution is less expensive and more reliable due to the enhanced functionality of modern IEDs and the
transparency of requirements between various teams. The modular solution delivers a wealth of power
system information that provides users an increased understanding of power system asset status and
operation. This information permits risk assessment and outage avoidance, reduces labor and outages
for maintenance, and helps create a more competitive and reliable power system. Information from the
system is used to monitor asset return on investment (ROI), identify and replace obsolete equipment,
strategize effective use of resources and financial capital, and increase device and system productivity.

2 DESIGN OF MULTIFUNCTION IEDS

IEDs are often deployed months and years after their original development and must satisfy
their intended purpose throughout their in-service lifespan, which is often longer than 25 years.
Successful IED product development requires awareness of not only the first principles of power
system operation but also how to best support installation, commissioning, and maintenance of the
IED in the field. Functioning as a closed-loop system, feedback from the panel construction, PCM
design, and field installation teams drives the development of features for interoperability and
usability. International standards for performance and communications are included in the IED
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software and hardware design, which is then enhanced to be used to streamline manufacturing,
assembly, testing, maintenance, and monitoring of IED in-service performance.

The use of digital messaging over a fiber cable to replace bundles of copper conductors provides
significant wire savings and introduces the ability to monitor the health of the data connection. This
practice of creating virtual wires via digital messages has been field-proven for more than a decade
based on purpose-built digital communications standards created by National Institute of Standards
and Technology-recognized standards-related organizations (SROs) and offered via a “reasonable and
nondiscriminatory” license, such as MIRRORED BITS® communications. Also, protocols created by
standards development organizations (SDOs), such as the IEEE and IEC, are useful. IEC 61850
Generic Object-Oriented Substation Event (GOOSE) messages have been used in the field for over a
decade, and other standards are in use, such as IEEE C37.94.

Transparent communications among all groups lead to innovative successes, such as virtual wire
supervision. With awareness of the fiber-optic behavior from the hardware design team and
commissioning and maintenance suggestions from the construction and installation teams, IED
designers use the connection health status to supervise the digital data path and differentiate between
silence due to inactivity and silence due to a severed connection. Reliability is improved because the
number of unsupervised components, processes, apparatus, and data paths is reduced. This approach
vastly improves the value of the data by confirming the availability and reliability of the methods by
which the data are collected and by alarming when a data path is broken. Studies show that many
PCM system failures are due to mistakes and failures in the secondary system wiring. These problems
are mitigated by virtual wiring.

Other features also monitor the ongoing performance of digital messaging. Awareness of the
performance standards that communications-assisted PCM must meet at commissioning has led IED
developers to create technologies that both meet and confirm satisfaction of these standards in real
time and in service. International standards of performance are described in IEC 61850, IEC 60870,
and [EC 60834, and the ramifications of incorrect operation are described by organizations such as the
North American Electric Reliability Corporation (NERC).

Awareness of factory acceptance testing, site acceptance testing, commissioning, and
maintenance requirements allows developers to implement international standards that support these
tasks in addition to traditional PCM, supervisory control and data acquisition (SCADA), and
automation. Awareness of the environments experienced by in-service devices and real-world
conditions drives the design of hardware that can survive and excel in these environments.

3 1IED HARDWARE DESIGN AND MANUFACTURING

The importance of reliability for device and system success is undeniable. IEDs must be
designed and tested to verify that the device is suitable for the harsh environment of the substation,
field kiosk, or pole-mounted cabinet, as demonstrated by the satisfaction of all applicable type tests
and certifications.

To accurately track, measure, and improve reliability parameters, a wide array of techniques
have been developed by device manufacturers and system designers. IEC 61850-3 defines quality
metrics and makes frequent reference to IEC 60870-4, which specifies performance requirements for a
telecontrol system, classifying these requirements according to properties that influence the
performance of the system. IEC 61850-3 Section 4 describes internationally standardized requirements
for the quality of substation PCM systems and includes the following scope:

[It] details the quality requirements such as reliability, availability, maintainability,
security, data integrity, and others that apply to the communications systems that are
used for monitoring, configuration, and control of processes within the substation.

IEC 61850-3 Section 4 summarizes the design practices and reliability measures by prescribing
the following quality metrics for comparison:
e Reliability measured as mean time between failures (MTBF).
e Device availability measured as a percentage of availability.
e System availability measured as a percentage of availability.



Actual Trends in Development of Power System Relay Protection and Automation
1-5 June 2015, Sochi (Russia)

e Device maintainability measured as mean time to repair (MTTR).
e System maintainability measured as MTTR.

Awareness of the location and failure history of every device in service over its lifespan
provides true observed measurements of quality, including mean time to failure (MTTF), mean time
between removal (MTBR), and MTTR. This feedback and expectations from the commissioning and
maintenance team drive world-class manufacturing practices, and testing of each IED unit is necessary
to verify that every single device satisfies the hardware and software requirements in addition to
reliability requirements. Hardware design and manufacturing that successfully meet quality
expectations are demonstrated by IED environmental ratings and an extended manufacturer warranty.
Awareness of the environmental stresses experienced by IEDs leads manufacturers to build their own
components when satisfactory products, such as communications cables, IED power supplies, and
contact output relays, are not available.

4 PANEL DESIGN AND CONSTRUCTION

Panel, control house, and field kiosk designs for functionality and manufacturability best
practices lead to intuitive end-user-focused design and simple, efficient, repeatable assemblies that are
quickly built and shipped globally. Operator preferences and best practices are used to create a design
for optimized user interaction by placement of IEDs, test blocks, clocks, and computers so that they
can be readily seen and used. Simplicity and consistency from panel to panel and station to station
maintain operator familiarity with the interface during a crisis situation so that operators react quickly
and correctly. Device terminations required for testing are positioned to make access safe and easy.

The use of digital messaging to replace copper wiring has had the most dramatic influence on
the modernization of design and construction. Traditionally, copper is the primary interface between
components in the yard and a relay that is centrally located within a control house. Evaluation of
traditional in-service installations finds that there are typically 44 conductors between the field and a
relay in a control house. Normally, several multiconductor cables are used; separate cables are
typically installed for breaker status (trip/close) and current transformer (CT) and potential transformer
(PT) secondaries.

Locating microprocessor-based relays in the yard significantly improves overall functionality,
reduces size, and simplifies internal cabinet wiring, especially in the case of single-breaker bus
arrangements. However, care must be taken to select IEDs that are designed for the harsh environment
of outdoor installation, as demonstrated by stringent environmental ratings and long manufacturer
warranties.

Even without moving the relay to the yard, digital communication of digital I/O greatly
simplifies installations. Over 50 percent of the wires within the data path from the yard to the house
are associated with circuit breaker control signals. The horizontal data paths for information exchange
between components, labeled “wires” in Figure 1, represent pairs of copper communicating real-time
status and control via analog signals. In this hybrid approach, the analog CT and PT wiring is retained,
but the control wiring is replaced with a fiber-optic-based I/O transceiver module and communications
cable, as shown in Figure 1.
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Figure 1: Hybrid project showing the amount of copper wire replaced
with fiber-optic-based I/O module technology.
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A switched Ethernet approach that replaces all copper conductors with virtual wires and
supports communication among several devices is shown in Figure 2.
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Figure 2: Ethernet-based relay installation with an Ethernet switch.

Awareness of PCM IED communications capabilities and on-site deployment needs from PCM
design and construction teams drives best practices to include marshalling cabinets and fiber junction
interfaces so that installation, factory acceptance testing, and commissioning of pretested systems go
smoothly with minimal outage times.

5 PCM AND ICT DESIGN AND TEST

Station-specific PCM and information and control technology (ICT) designs and configurations
demonstrate fitness for use and have appropriate and sufficient capabilities as illustrated via full
functional tests of all protection schemes, communications networks, automation logic, SCADA
interfaces, and monitoring in the safety of the factory. Pretesting the full application provides
confidence in the design and assembly and reduces the complexity and amount of field work. This
permits more accurate scheduling of on-site personnel and equipment. Station-specific designs and
pretesting combine to further reduce the installation and commissioning effort because the site
acceptance testing becomes an on-site repeat of the customer-focused factory acceptance testing.
Factory acceptance testing and commissioning are supported by features developed in the IED and
communications products that support efficient configuration and documentation. Also, reporting
features built into the devices confirm correct and complete satisfaction of tests and automatically
create test records for verification and archiving. Design accuracy is illustrated with appropriate ICT
and communications-assisted interlocking and automation verification, test reports, internal IED
diagnostics, and network communications digital messaging virtual wiring diagrams.

The communications standard IEC 61850-5 identifies fast messages that perform teleprotection
and high-speed automation, such as trip, close, reclose, start, stop, block, unblock, trigger, release, and
state change, with the expectation that the receiving IED will act immediately. IEC 61850-5 further
describes a Type 1A fast message as the most important message that has the most demanding
requirements and is used for tripping, interlocking, intertrips (direct transfer trip), and blocking.
Type 1A has two performance classes. For Performance Class P1, the total transmission time is in the
order of half a cycle and, therefore, 10 milliseconds is defined. For Performance Class P2/P3, the total
transmission time is in the order of a quarter of a cycle and, therefore, 3 milliseconds is defined.

Collaboration between the IED design team and the PCM and ICT design team is essential for
designing Ethernet network topologies and adequately delivering IEC 61850 GOOSE messages for
teleprotection, interlocking, and high-speed automation.

Transparent and frequent communications among all the teams are most important at this step.
Traditionally, panel, kiosk, and building assemblies were often completed based on drawing packages
from a separate design team. Unfortunately, there are often issues that arise during the handoff
between the construction team, with their specific expertise, and the installation team, with their
different expertise and site knowledge. The new modular solution eliminates these issues through
constant communications between teams during construction and then installation to mitigate
unforeseen issues. Even more important is that this mode of personal communication continues
throughout the commissioning process and also runs as a closed loop so installation provides feedback
to improve design and construction.
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6 SITE INSTALLATION AND COMMISSIONING

Site-specific testing and commissioning are simplified and documented via appropriate ICT and
communications-assisted interlocking and automation verification, functional test reports, internal IED
diagnostics, network message delivery logistics, and source-to-destination message transfer diagrams.

IEC 60834-1 is commonly used to evaluate point-to-point teleprotection. It defines
dependability as the ability to receive each command message within the fixed actual transmission
time defined by the application. Blocking and permissive schemes require a 99 percent success rate,
and intertripping requires a 99.9 percent success rate of receipt of digital teleprotection messages.
Failure is defined by the absence of the message at the receiving end or an excessive delay in delivery.
These problems can cause a failure to trip or a delayed trip in an intertripping scheme or an unwanted
operation in a blocking scheme. Therefore, a delay must still fall within the maximum allowable
latency defined for the most stringent underlying applications that are dictated by the end user and is
generally considered to be < 20 milliseconds for permissive tripping and < 30 milliseconds for direct
trips.

IEC 61850-5 states that the overall message transfer time includes time used by Ethernet
switches and other devices that are part of the complete network. It also states that testing and
verification of the complete transfer time must be performed during site acceptance testing using the
physical devices and network equipment.

Validation of the performance in the installed system also tests the primary equipment and its
interfaces because the secondary system has previously been fully verified during the factory
acceptance testing.

7 CONCLUSIONS

Collaborative learning from best practices developed over a decade of field-installed IED
solutions provides compounding benefits of innovation as each iterative design improved on the last,
leading to the present standards-based modular solutions.

Collaboration and frequent, uninhibited dialogue are essential among product software and
hardware development, manufacturing, panel design and construction, PCM and ICT design and
configuration, and site construction and installation teams.

Feedback including shared knowledge of field installation practices, global engineering
processes, and in-service system requirements from experienced field service teams is essential via
transparency among all teams. This information exchange ensures that each product, including IEDs,
Ethernet switches, routers, computers, multiplexers, kiosks, panels, and complete control buildings, is
designed to be fit for use and fit for purpose.

IED networks, once installed, must be tested and verified to correctly satisfy performance
requirements, including digital message processing speed and delivery latency to support protection
and automation applications. Network devices and IEDs that do not provide this information are not
acceptable.
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1 INTRODUCTION

Electrical substation information and control technology (ICT) systems use a variety of
topologies, networks, and protocols to communicate between multiple nodes. Typical electrical
substation nodes include the following:

o Intelligent electronic devices (IEDs), such as protective relays, meters, and dedicated
controllers.

e Local computers, programmable logic controllers, or programmable automation controllers
(PAC:s), providing data concentration and automatic control.

e Local displays or human-machine interfaces (HMIs).

e Local-area network (LAN) devices, such as Ethernet switches, radios, and serial-to-Ethernet
converters.

e Wide-area network (WAN) devices, such as time-division multiplexers and radios.

The LANs and WANs provide local and remote connections to support the following

applications:
e Peer-to-peer interlocking and high-speed automation.
Substation data concentration, automation, protocol conversion, and local operator HMI.
Supervisory control and data acquisition (SCADA) masters located in control centers.
Wide-area measurement and control (synchrophasor) systems.
Remote engineering access and maintenance workstations.
Event report gathering and analysis systems.
This paper presents methods for supervising signal exchange via digital messages. Case studies
that provide examples of improvements to applications, such as logic selectivity, circuit breaker failure
(50/62BF), and automatic line transfer (ALT) based on signal message supervision, are discussed.

2  SIGNALING METHODS FOR TELEPROTECTION APPLICATIONS

A hard-wired exchange of protection information uses an analog value at the receiver to indicate
the status of the signal from the sender. Typically, an analog value set to zero indicates a status value
of zero, and the maximum analog value represents a status value of one. This method creates a
constant signal value at the receiver. However, if the signal wire is cut or disconnected, the receiving
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device cannot distinguish between this situation and a legitimate zero analog value. Digital messages
convey the signal status each time they are received and, therefore, the signal exchange is not constant.
Each time a digital message is received, the signal status is confirmed or a change of status is
recognized. The receiver has no option but to assume that the signal status remains unchanged during
the time between messages. However, the digital message exchange can be supervised, and the
receiver will detect when the communications link is lost. MIRRORED BITS® communications
publishes digital messages every 2 milliseconds over dedicated links, so the time between each signal
confirmation is 2 milliseconds. A change of state is also detected within 2 milliseconds at the receiver.
IEC 61850 GOOSE messages are configurable to be published at varying rates and are typically set to
once per second over shared-bandwidth Ethernet networks. The time between signal confirmations at
the receiver grows to once per second when GOOSE messages are used. A signal status change of
state typically triggers an immediate GOOSE publication, so a change of state is also detected within
2 milliseconds at the receiver.

GOOSE messages are not published more rapidly so that the traffic on the shared-bandwidth
Ethernet network is reduced. The consequence is that the time between confirmations is much longer,
and the time to detect failed communications is much longer than with other digital messaging
methods.

3 APPLICATION REDUNDANCY

3.1 Benefits of IEC 61850 Ethernet LAN

A great benefit of the IEC 61850 standard is point-to-point communication through IEC 61850
Generic Object-Oriented Substation Event (GOOSE) messages to exchange signal information among
several IEDs. This signal exchange is used in protection, automation, and interlocking logic, enabling
the development of a decentralized automation system distributed among several IEDs.

Improvement of substation operating conditions via automation of actions previously performed
by operators improves system reliability, security, and availability, which directly reduces downtime
periods. In addition to operational and economic aspects, the decision to adopt this substation
philosophy, through the use of IEC 61850 communications protocols, is also based on the following
benefits:

e High-speed communication via Ethernet packet exchange.
Interoperability among equipment from different manufacturers.
Significant reduction in the quantity of cables.
Reduced likelihood of undetected cable failure due to signal supervision.
Faster and more automatic commissioning.
Lower possibility of obsolescence in the near future, ensuring the return of the investment
made.
e Guarantee of easy expandability.

3.2 Typical Substation Automation System Network

A substation automation system (SAS) consists of protective relays, controllers,
communications networks, gateways to make integration with a SCADA system easier, disturbance
recorders, meters, synchronized phasor measurement units, local and remote engineering workstations,
and a local HML.

Communication with the control center and the HMI is usually accomplished via connections to
a communications gateway. This gateway collects data from the IEDs via IEC 61850 manufacturing
message specification (MMS) protocol, concentrates the data in one database, and then converts them
into protocols that the SCADA and HMI machines expect, including DNP3, DNP3 LAN/WAN,
IEC 60870-5-101, and IEC 61870-5-104. Other information, such as synchrophasor data, sequential
event records, event reports, and settings, is collected via direct connections to the IEDs. Time
synchronization data are broadcast to the IEDs via a separate IRIG-B network that continues to work
even if the Ethernet network is compromised. This keeps data among the protective relays
synchronized for forensic analysis. Standards are being developed now for accurate time
synchronization over the Ethernet network, but they are not yet mature and do not work at all if the
LAN fails [1]. An example distribution substation one-line diagram is shown in Figure la, and the
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corresponding architecture of the communications network of a distribution substation based on the
IEC 61850 standard is shown in Figure 1b.
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Figure 1: Typical substation one-line diagram (a) and data communications network (b)

3.3 Managing Active Connections Within a Protection LAN

With the use of protection systems that depend on information exchanged over communications
networks, it becomes essential that the network be designed and monitored for dependability,
reliability, and availability.

Ethernet technology allows a single active connection to each physical device identified by a
media access control (MAC) address. Protection and control IEDs now support multiple physical
Ethernet connections and have an internal switch to manage their use. The Ethernet switch function
inside the IED switches between the internal logic connection and the external physical connections.
Two external connections can be physically attached to LAN switches, with one as an active primary
and the other as an inactive failover. The failover connection can be in hot-standby mode, ready to be
enabled immediately after detection of a loss of functionality of the primary port. High-performance
Ethernet requires that this internal switch function manage traffic between the internal logic
connection and one external physical connection. When the external physical connection fails, the
internal switch manages traffic between the internal logic connection and the failover hot-standby
physical connection. In this fashion, GOOSE messages to and from this IED travel through the LAN
with the best possible performance and with minimal impact on other IEDs. These direct connections
support the appropriate speed and reliability required for protection and interlocking, as shown in
Figure 2a, where Port A denotes primary and Port B denotes failover functionality.

The statuses of active connections are managed in the IEDs by link failure detection and
failover. This works in conjunction with link supervision and activation within the LAN and is
performed by the spanning tree algorithm (STA) within the switches (also referred to as bridges). The
bridges within the spanning tree domain communicate with each other by broadcasting Ethernet
packets that contain a special section devoted to carrying STA information. This portion of the packet
is referred to as the bridge protocol data unit (BPDU). It contains LAN information that is used to
determine which bridge controls the STA. This bridge, referred to as the root bridge, manages the
active and hot-standby paths within the LAN. When a bridge starts up, it issues a BPDU in order to
determine whether a root bridge has already been selected in the network. If no root bridge has been
determined by pre-engineering, then the lowest bridge priority number of all of the bridges becomes
the root bridge. Best engineering practices include design and engineering of the root bridge in
advance in order to optimize LAN performance. The root bridge periodically transmits a BPDU to
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determine whether there have been any changes to the network topology and to inform other bridges
of topology changes.

3.4 Low-Cost, Low-Performance Monitoring LAN

When IEDs are not performing protection or interlocking, some designers choose to sacrifice
resilience and speed for cabling shortcuts. By having both physical Ethernet connections active
simultaneously, all traffic passes in one physical port and back out the other. Traffic originating from,
or directed to, the IED is managed between the physical connections and the internal logic connection
via the IED switching function. In this mode, the IEDs can be cabled to one another in a ring or loop,
as shown in Figure 2b. Although possible, this creates a lot of unnecessary processing burden on the
IEDs by forcing traffic through them. It also creates delivery bottlenecks because cables and IEDs
become saturated with unwanted messages that consume processor and cable bandwidth. Due to poor
speed and resilience, this connection method is not used for protection IEDs but may be acceptable for
monitoring and control IEDs. The speed to detect failure and activate an alternate traffic path is
dramatically reduced, but the installation requires two fewer IED cables than the best practice method
in Figure 2a.
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Figure 2: Primary and failover hot-standby connections (a) and ring architecture (b)
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3.5 Packet Duplication Mislabeled as Redundancy

Though out of the scope of this paper, there are numerous LAN technologies to create and
deliver duplicate Ethernet packets. These methods, such as Parallel Redundancy Protocol (PRP) and
High-Availability Seamless Redundancy (HSR), actually do not provide redundancy but rather
perform packet duplication [2].

3.6 Signal Redundancy Via IEC 61850 GOOSE Retransmission

GOOSE messages are delivered inside a LAN via a unique virtual LAN (VLAN) based on
IEEE 802.1Q. Also, each IED is responsible for surviving message loss, duplication, delay, out-of-
order delivery, and loss of connectivity in case the LAN does not function as expected.

IEC 61850-8-1 specifies that GOOSE behavior signal exchange via Type 1 or 1A fast messages
must be published immediately after the signal status changes. This is referred to as a state change, or
change of state. [IEC 61850-8-1 also specifies a retransmission scheme to achieve a highly dependable
level of signal delivery. These retransmissions are redundant publications of the GOOSE message,
each with a different sequence number and each containing the signal change-of-state information.
This mechanism provides redundant delivery of each signal change (in case one or more packets are
lost in the network) in order to improve the resilience of interlocking and protection via digital
messaging. Figure 3 shows this mechanism of retransmission of GOOSE messages. Once started,
GOOSE messages are published constantly, containing a collection of data called a data set. During
configuration, each GOOSE message is given a maximum time (MT) to wait between redundant
message publications and the name of the data set to include in the message. The messages are
published each time one of the data set elements changes or if the MT expires. After a data set element
changes, a GOOSE message is published immediately and then published again after a short delay
(often 4 milliseconds), represented by T1 in Figure 3. These redundant publications are repeated very
often to increase the likelihood that all subscribers will receive them across the nondeterministic
Ethernet network. The minimum time between publications (TBP) is a configuration setting in the
publisher used to determine how quickly to publish the second and third GOOSE message after the
signal change of state. After several publications, the TBP grows longer, as illustrated by T2 and T3 in
Figure 3, until it reaches MT and is published as a steady state.

For each message, publishing IEDs create and include a time to live (TTL), calculated based on
the TBP. The publishers calculate TTL to be multiples of TBP to prevent nuisance alarms caused by
the frequent and small Ethernet network delays. TTL is 2(TBP) when TBP is equal to MT and 3(TBP)
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when TBP is any value other than MT. For the first few messages after a protection signal element in a
data set changes state, the message is sent every 4 milliseconds, and then less rapidly. Each message
includes the TTL, which forecasts the time delay before the next message will be published so that
subscribers can monitor correct data flow.

When the next change of state occurs, a new message is created and published. The new data set
event information is transmitted and repeated in the shortest TBP (T1), as shown in Figure 3. The
retransmission time gradually increases from T2 to T3 and eventually settles at a stable retransmission
time of TBP = MT.
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Figure 3: Example of changing time between message publications (from IEC 61850-5)

Subscribing IEDs constantly calculate time to wait (TTW) based on the TTL within each
message. The subscriber considers data “stale” when the TTW expires and the IEDs have not received
a new replacement message from the publisher.

If the subscribing IED detects expiration of the TTW, it assumes that the communication is lost
and modifies its relay logic accordingly. The message redundant retransmission scheme is necessary to
perform transmission from one to many and to allow each subscriber to know that the communications
channel is healthy. However, depending on the choice of final stable retransmission time, it may not
be sufficient to guarantee the reliability of mission-critical tasks.

3.7 IED Communications Supervision and Status

Protection, monitoring, and control IEDs have internal binary variables, as illustrated in
Figure 4a, that identify and monitor communications parameters. In the screenshot of a software
engineering tool shown in Figure 4a, an engineer has selected and highlighted the status value
LINKSA, which is asserted when Ethernet Port SA has a valid LAN link status. These binary variables
are used in internal logic to dynamically modify algorithms and are published to SCADA systems and
HMIs to provide network status information. Alarms based on these statuses are used to dispatch
maintenance teams for actions at the communications network in order to correct defective situations
in the network. This supervision and alarming increases the availability and reliability of the
substation Ethernet network, which in turn increases the availability and reliability of the protection
and control system accordingly.

3.8 Subscriber IED Supervision of GOOSE Performance

The commissioning and maintenance of traditional IEDs using hard-wired copper conductors to
convey signals is done with multimeters and oscilloscopes. In automation systems using signaling via
digital messages based on the IEC 61850 standard, traditional maintenance and commissioning tools
are replaced with tools developed by IED manufacturers. Figure 4b shows an example of an IED
GOOSE report that displays the status and configuration of published and subscribed GOOSE
messages. This report supports the monitoring of which messages the IED is transmitting and
receiving and whether there is some failure in the network that hinders the communication among the
IEDs. This feature helps the technical team identify connection and settings errors by displaying the
active configuration, including the following:

o  MultiCastAddr indicates the MAC multicast address of the GOOSE message.

e Ptag indicates the message priority level.

o Vlan identifies the IEEE 802.1Q VLAN configured for the message.

e Code indicates the type of errors and failures in the network or in the message, if any.

Error codes include out of sequence (OOS) when one or more packets are not delivered and the
sequence number of the next received packet is not consecutive. If the delay between messages
becomes large, the TTL is set to expired because the link is considered disabled. Other errors include
message corrupted, configuration changes, commissioning needed, and test mode.
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Figure 4: Engineering tool display of available internal IED Ethernet supervisory status (a)
and an internal IED GOOSE report (b)

Figure 5 illustrates an IED report that details the availability and the quality of an individual
GOOSE subscription. These values help technicians to understand, diagnose, and troubleshoot any
potential issues with each individual GOOSE exchange. Technicians can see records of when the
exchange failed and for how long, as well as when GOOSE messages are dropped or received out of
sequence. These data also reveal the frequency, time, and duration of LAN failures.

3.9 IED GOOSE Message Quality Supervision

The major reason for failures in the protection and automation schemes of traditional systems is
the inability to monitor the integrity of the metallic cable that transfers the signal information between
the IEDs.

When, instead, the system uses digital GOOSE messages to convey signal status, any
communications failure between the IEDs is monitored in real time as message quality. This status is
used within the IEDs to perform blocking and/or change protection and automation logic to prevent
incorrect performances.

Figure 5: GOOSE message subscription statistics

Supervision is performed constantly, even when there is no change in the value of any variable
inside the data set. This is possible because the GOOSE message is transmitted periodically at the MT
as a heartbeat function. If the subscriber IED detects that the GOOSE message has not been received
within the expected timeframe, the message quality variable is set to failed. Therefore, each subscriber
calculates its own message quality for each GOOSE subscription.

Figure 6 illustrates the use of message quality within a transformer relay subscribing to a feeder
relay. The feeder relay data set includes a block signal when it detects the fault and attempts to trip the
feeder breaker. The feeder relay data set also includes a breaker failure indication when the trip output
is unsuccessful. The transformer relay detects the fault current locally and trips immediately upon
receiving breaker failure indication. When the transformer relay either receives a block signal from the
feeder relay or detects loss of communications from the feeder relay, it delays tripping for
100 milliseconds. This delay allows the feeder breaker to clear the fault. If, however, communications
with the feeder are normal and the relay does not detect the fault, the transformer relay immediately
trips.
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The typical logic example in Figure 6 shows how important immediate detection of message
quality failure is to the protection of the transformer and the bus. As mentioned previously, message
quality fails when the TTW expires and the relay has not received a new replacement message from
the publisher. An accurate TTW is based on accurate TTL values calculated and published within each
GOOSE message. Calculation of message quality is most critical immediately after a signal status
change of state. This is also when the redundant GOOSE messages are published in the burst of
retransmissions. TTW expires at 3(TTL) and message quality is set to failed.

200 GOOSE Data Set
Trip — ms Fo———mm————— Bl
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N 1
Breaker Failure ! E2 Failover
1
Block i E1 Primary
Switch A

_______________

I E1 Primary |

Breaker Failure
E2 Failover —| Switch B |—
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Message Quality

=1 (Comm Failure)
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100
Transformer 50P2 3— ms
Relay 50G2 0

Figure 6: Use of GOOSE message quality status in IED logic

As an example, consider IED1, which calculates TTW based on the actual TTL for a
retransmission burst of 4, 4, and 8 milliseconds after the initial signal change-of-state message. IED2
never calculates TTL, but rather uses a fixed value of 500 milliseconds. IED3 never calculates TTL,
but rather uses a fixed value of 2,000 milliseconds. When GOOSE exchange fails immediately
following the first message with a signal change of state after a fault, the three IEDs have a very
different detection of failure. Message quality for the immediately failed exchange with IED1 is set
after 12 milliseconds. Message quality for the immediately failed exchange with [ED2 is set after
1,500 milliseconds, and message quality for the immediately failed exchange with IED3 is set after
6,000 milliseconds. Therefore, logic operations are blind to failed communications with IED2 for
1.5 seconds and IED3 for 6 seconds, creating unwanted and unsafe conditions.

3.10 The Use of Message Quality Within Protection Schemes

Protection and automation engineers seek the best methods to design secure logic schemes. With
the use of IEC 61850 communications for protection and automation applications, best known
methods now include the use of message quality supervision within protection signaling via GOOSE
messages. In each example, the message quality logic input is calculated within the relay performing
the logic based on the criteria listed previously for each GOOSE subscription.

Typical logic applications in a protection and control system for the substation illustrated in
Figure la include logic selectivity, circuit breaker failure (50/62BF) and ALT. The value of
supervision of message quality within logic schemes is demonstrated in the following examples.

3.10.1 Logic Selectivity

Logic selectivity enables fast and secure real-time changes to the logic so that it adapts to
changes in the substation infrastructure, communications network, and protection requirements.
Figure 7 illustrates logic in the relay protecting Breaker 52-03, which monitors the status from any of
the feeder relays (10, 11, and 12). If none of these downstream feeder relays have a protection pickup
and all have normal communications, the torque control (67P1TC) is set. Torque control equations
control the operation of various levels of overcurrent elements. For example, the Level 1 phase-
instantaneous and definite-time overcurrent elements (67P1/67P1T) are only enabled when feeder
relays are communicating normally and report no faults indicated by 67P1TC = 1. In Figure 8, when
this is the case, 67P1TC =1 is set, and then 67P1/67P1T follows 50P1 (which has been set to be fast
and sensitive) to immediately trigger. If the tie breaker (52-05) is closed, this logic also includes
Feeders 20, 21, and 22. If communications to any feeder relay are lost, the selectivity logic is not set
because it is unknown if that relay is attempting a protective trip. In this case, if the upstream breaker



Actual Trends in Development of Power System Relay Protection and Automation
1-5 June 2015, Sochi (Russia)

relay sees fault current but has lost communications to one or more of the feeder relays, 67P1TC is not
set and the trip equation waits for the 51S1T time-coordinated trigger. Figure 8 illustrates the 52-03
breaker relay trip logic being conditioned by torque control (selectivity) or relying on coordination
timers.

3.10.2 Circuit Breaker Failure

The circuit breaker failure scheme shown in Figure 9 runs in each feeder breaker relay and
reacts to the detected failure of a circuit breaker trip failure to operate (breaker failure), indicated as
BFTRIP1. This defect is mitigated by sending a trip signal to the appropriate relay protecting and
controlling a circuit breaker upstream. Figure 9 illustrates logic in the relay controlling feeder
Breaker 52-10, which is subscribing to GOOSE messages from other relays. Once the relay for 52-10
detects local breaker failure and has normal communications from the relay controlling 52-03
calculated as good message quality with a status value of zero, it sends a BF initiated trip for 52-03
(50/62BF 52-03). If the relay for 52-10 detects local breaker failure and communications have been
lost from the relay controlling 52-03 and calculated as failed message quality with a status value of
one, it sends a BF initiated trip for both 52-01 (50/62BF 52-01) and 52-02 (50/62BF 52-02). If the
relay for 52-10 detects local breaker failure, Breaker 52-02 is closed, and communications are normal
from the relay controlling Breaker 52-05, the relay sends a BF initiated trip for 52-05
(50/62BF 52-05). If the relay for 52-10 detects local breaker failure and communications have been
lost from the relay controlling 52-05, it sends a BF initiated trip for 52-04 (50/62BF 52-04). The logic
in Figure 9 shows the use of communications supervision in the relay for 52-10 when forwarding the
50/62BF signal to the circuit breakers upstream in order to mitigate the communications failures, thus
ensuring the correct and safe operation of the system.
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Figure 7: Selectivity logic in Breaker 52-03 relay
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Figure 8: Logic in Breaker 52-03 relay chooses coordination timer trigger
only if 67P1T selectivity trigger is not set
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Figure 9: Circuit breaker failure scheme
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3.10.3 Automatic Line Transfer

The transfer between alternate lines is done automatically via the relays exchanging interlock
signals within GOOSE messages. The line in operation is shut down and supply is reestablished to
consumers through the automatic transfer to the backup line.

The relays protecting the feeds into the substation monitor the voltage of the line in operation
(Figure 10a). Absence of voltage on the active feed (C1) indicates Line 1 — Dead (Figure 10a) and
presence on the other line (C2) indicates Line 2 — Live. The ALT logic (Figure 10b) confirms correct
operation of C2 and that the switches on either side of Breaker 52-02 are closed (Figure 10b). This
triggers the start of the ALT by setting ALT Start = 1 after the automation sequence timer expires.
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Figure 10: Voltage monitoring (a) and ALT startup (b)

4 CONCLUSION

The protocols within the IEC 61850 standard have become an efficient method of
communicating between IEDs to transmit information about statuses, measurements, interlocks, and
protection signals. Correct design of a protection and automation system based on IEC 61850
protocols requires correct engineering of the Ethernet LAN for speed, reliability, dependability, and
availability. The mission-critical nature of digital protection applications also requires a much higher
level of dependability, security, and Ethernet network availability for delivery of the GOOSE packets.
At the IED level, correct operation of peer-to-peer communications must be supervised and
communications failures, once detected, must trigger blocking and/or change protection and
automation schemes to prevent incorrect performances. These GOOSE subscription defects are
communicated to operators at the HMI and SCADA systems as alarms. These alarms are also sent to
technicians so that communications errors can be immediately found and corrected. The IED
diagnostic reports support troubleshooting, diagnostics, and preventive maintenance.
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